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CAOIT0022: INTERNET TECHNOLOGY AND APPLICATIONS
CREDIT: 4 (60 Hours)

Objective

The objective of the course is to familiarize the students with a discussion on Internet and its
growth. It also provides the students a study on the basic services provided by the Internet. A
familiarization on the markup languages, scripting languages and web application development
are also being discussed to make the student competent to design websites. It has been taken into
consideration that this paper assumes that the students must know well in advance about the

various protocols of the Internet and the knowledge of HTML and databases.

COURSE OUTCOMES

At the end of this course students will be able to:

CO1: Recall and examine the growth of Internet and identify the history behind it.
(Remembering)

CO2: Identify and differentiate the various services provided by the internet.

CO3: Experiment with various mark-up languages and scripting languages. (Applying)

CO4: Analyse and design a website of their own and can also identify the faults in the
design.(Analyzing)

COS5: Develop and create a website of their own. (Creating)

CO6: Summarize and validate a practical solution towards a web application development and

also deploy a website of their own. (Evaluating)
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Module 1

Introduction to Internet
(10 Hours)




Unit 1: History of the Internet

1.0 Introduction and objective

The Internet is a transformative technology that has developed into the strength of modern
communication and innovation. Understanding its history, key milestones, and the role of
leading organizations provides a solid foundation for appreciating its impact on society,

technology, and global connectivity.

Billions of devices are connected globally and has transformed industries, education, and
personal communication. This component travels the journey from a place of research project to
the worldwide phenomenon what we are using today. By studying internet history, learners gain

a deeper appreciation of its technological keystones and societal inferences.

The objective of studying the history of the Internet is to provide learners with a comprehensive
understanding of its origins, development, and impact on modern society. The aim of this unit is
trace the evolution of the Internet from its foundation as a military research project to its current
role as a global communication and information network. By exploring key milestones, such as
the adoption of TCP/IP, the creation of the World Wide Web, and the introduction of user-
friendly web browsers, learners will gain insights into the technological advancements that
shaped the Internet's growth. Additionally, the unit highlights the critical roles of organizations
like the W3C, ICANN, and IETF in establishing standards and governance, ensuring the Internet
remains accessible, reliable, and scalable. Through this exploration, students will develop an
appreciation for the Internet's transformative impact on industries, education, and global

connectivity.

1.1 Early developments of the internet

The early development of the Internet began with the creation of ARPANET in 1969 by the U.S.
Department of Defense, aiming to build a resilient communication network that could function
even during infrastructure failures. ARPANET introduced packet switching, a revolutionary
technology that broke data into packets, allowing efficient and reliable transmission over
multiple pathways. Initial connections were established between universities like UCLA and
Stanford, fostering research and innovation. ARPANET demonstrated the feasibility of
networking, paving the way for larger and more complex systems. The introduction of email in
1971 by Ray Tomlinson and the evolution of networking protocols, including the transition from
NCP to TCP/IP in 1983, laid the foundation for the modern Internet. This shift enabled diverse
networks to communicate seamlessly, transforming ARPANET into a global communication

system. The collaborative efforts of governments, academic institutions, and researchers during
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this period were instrumental in creating the mountable, robust, and interconnected Internet we

know today.

1.2 key milestones and the role of organizations like W3C
The evolution of the Internet is marked by key milestones that shaped its functionality and

accessibility as shown in table 1.1

Year Event Significance

1969 | Email was introduced | Became one of the most widely used applications of the

by Ray Tomlinson Internet.
1971 | TCP/IP was take on | Integrated different networks into the Internet we know
as the standard today.

Proposal  for the
1983 | World Wide Web
was prepared

1989 | Proposal  for  the | Tim Berners-Lee introduced a system of linked hypertext

Tim Berners-Lee introduced a system of linked hypertext
documents accessible via the Internet.

World Wide Web documents accessible via the Internet.

1991 | Public access to the | Shifted the Internet from a research tool to a public
WWWwW resource.

1993 | Launch of the Mosaic | Made the Internet user-friendly with graphical interfaces
browser and clickable links.

1998 | Creation of ICANN Established a framework for managing domain names and

IP addresses globally.

2000s | Broadband and | Accelerated Internet accessibility, leading to globalization

mobile and e-commerce.

Organizations like the World Wide Web Consortium (W3C) play a pivotal role in shaping the
development and standardization of the Internet. Founded in 1994 by Tim Berners-Lee, W3C
develops open web standards to ensure that the Internet remains accessible, interoperable, and
sustainable for everyone. Its contributions include the creation of essential technologies like
HTML, CSS, and XML, which form the backbone of web development. W3C also emphasizes
accessibility by designing guidelines that make the web usable for individuals with disabilities.
Alongside other organizations, such as ICANN, which manages domain names and IP addresses,
and the IETF, which establishes technical protocols, W3C ensures the Internet's growth aligns
with principles of openness, inclusivity, and innovation, fostering a reliable and universally

accessible digital ecosystem.

1.3 Unit Summary
e The Internet began as a military project but evolved into a global communication tool.
e ARPANET, packet switching, and TCP/IP were foundational technologies.
e Milestones like the WWW and Mosaic browser democratized Internet access.
e Organizations like W3C, ICANN, and IETF played pivotal roles in shaping the standards

and governance of the Internet.
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1.4 Check your progress
e What was the first network to use packet-switching technology?
e Who is credited with developing the concept of the World Wide Web?
e In which year was TCP/IP adopted as the standard protocol for the Internet?
e What is the primary role of ICANN in managing the Internet?
e Name the browser that introduced graphical interfaces to the Internet.
e  When was the first email sent, and by whom?
e What does W3C stand for?
e Which organization developed the HTTP protocol?
e What technology did ARPANET introduce that became the foundation of modern
networking?

e What is the main function of the Domain Name System (DNS)?

(4]




Unit 2: Internet Connectivity Types

2.0 Introduction and Objective

Internet connectivity is essential for accessing online resources, communicating, and performing
digital tasks. Over the years, different types of internet connections have been developed to cater
to diverse needs. These connections vary in terms of speed, reliability, and cost, and they play a
significant role in shaping the user experience. This unit explores the evolution and
characteristics of various internet connectivity types, including Dial-up, Leased Line, DSL, and

VSAT, and discusses their impact on browsing and online services.

The objective of this unit is to familiarize learners with the different types of internet connections
available and their unique features. Students will understand the technological principles behind
Dial-up, Leased Line, DSL, and VSAT connections, compare their advantages and limitations,
and evaluate how these connectivity types influence internet browsing, speed, and service
quality.
2.1 Type of connections (Dial-up, Leased Line, DSL, and VSAT)
Internet connections @re come a long way since their inception, with advancements tailored to
meet diverse user needs ranging from personal use to business-critical applications. The primary
types of connections include Dial-up, Leased Line, DSL, and VSAT. Below is an in-depth
exploration of each type, focusing on their operations, advantages, limitations, and use cases.
Dial-up
Dial-up was the first widely adopted method for internet connectivity. It leverages the Public
Switched Telephone Network (PSTN), the same system used for landline telephone calls:
1. A modem connects to a computer, functioning as an interface to dial a specific phone
number provided by the Internet Service Provider (ISP).
2. The modem translates the computer's digital data into analog signals that travel over the
telephone lines.
3. On reaching the ISP's end, the signals egg: converted back into digital data for
transmission over the internet.
Advantages
e« Affordable and Accessible: During the early days of the internet, dial-up was a cost-
effective solution as it utilized existing infrastructure, requiring no additional investment
in network cabling or specialized equipment.
e Widespread Availability: Since it relied on standard telephone lines, it was accessible in

virtually every household with a landline.
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Limitations

Low Speed: Dial-up speeds are capped at a mere 56 kbps, rendering it impractical for
modern internet applications such as video streaming, file downloads, or online gaming.
Phone Line Blockage: Using the internet engaged the phone line, preventing
simultaneous telephone calls—a major inconvenience for households and businesses.
Outdated Technology: Dial-up has become obsolete due to its inability to handle the
speed and data demands of modern applications, relegating its use to rare cases where no

other options are available.

Use Cases

Dial-up was ideal during the infancy of the internet when basic tasks like text-based email,

lightweight web browsing, and early chat applications were common. However, it is rarely used

today due to its severe limitations.

Leased Line

A leased line is a dedicated communication link leased from a telecom provider to ensure

uninterrupted and symmetric internet access:

1.

Unlike shared connections like DSL, a leased line is exclusively used by the leasing
party, ensuring no interference from other users.

It is designed for continuous, high-speed connectivity, suitable for demanding tasks.
Symmetric bandwidth means upload and download speeds are identical, enabling

efficient data transfer in both directions.

Advantages

Reliability and Stability: The exclusive nature of the connection eliminates fluctuations
in speed and performance, making it ideal for mission-critical applications.

High Bandwidth: Leased lines offer customizable speeds, often scaling up to gigabit
levels, catering to data-intensive operations.

Low Latency: The direct connection minimizes delays, essential for real-time
applications such as video conferencing, voice-over-IP (VoIP), and online trading.
Security: Since the line is dedicated, it provides better data security compared to shared

connections.

Limitations

High Cost: Leasing a dedicated line is expensive due to its exclusivity and the need for
infrastructure installation. This makes it viable mostly for businesses or organizations
with specific requirements.

Infrastructure Requirements: Setting up a leased line involves laying down dedicated

cables, which may be challenging or infeasible in remote or rural areas.
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Use Cases
Leased lines are widely used by businesses for hosting websites, managing cloud applications,
video conferencing, or operating large-scale databases. They are also essential for organizations

needing 24/7 internet access with guaranteed speeds and reliability.

DSL (Digital Subscriber Line)
DSL revolutionized internet access by leveraging the same copper telephone lines as dial-up but
using advanced signal processing technologies to separate internet and voice communications:

1. DSL divides the telephone line into multiple frequency bands, with higher frequencies
reserved for internet data and lower frequencies for voice communication.

2. A DSL modem bridges the connection between the user's device and the ISP, providing
continuous internet access without interfering with phone calls.

Advantages

e Higher Speeds: DSL offers much faster speeds than dial-up, typically ranging from 256
kbps to over 100 Mbps, depending on the specific DSL variant (e.g., ADSL, VDSL) and
the user’s proximity to the provider’s central office.

¢ Simultaneous Usage: Unlike dial-up, DSL allows users to browse the internet while
making phone calls.

e Widely Available: DSL became @opular choice due to its affordability and ability to
work over existing telephone lines.

Limitations

e Distance Dependency: The speed and reliability of DSL connections degrade as the
distance between the user and the ISP’s central office increases.

e Asymmetric Speeds: Most DSL services prioritize download speeds over upload speeds,
which may be a disadvantage for users requiring significant data uploads, such as content
creators or businesses managing online backups.

Use Cases
DSL is ideal for residential users and small businesses needing reliable internet for activities like
streaming, online shopping, and video conferencing. Its affordability and widespread availability

make it a common choice in urban and suburban areas.
VSAT (Very Small Aperture Terminal)

VSAT is a satellite-based communication system designed for areas where terrestrial internet

infrastructure is unavailable:
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1. A small satellite dish installed at the user’s location communicates with a geostationary
satellite orbiting 35,786 kilometers above the Earth.

2. The satellite relays signals between the user and a ground station, which connects to the
global internet backbone.

3. Data travels vast distances between the user, satellite, and ground station, enabling
connectivity even in the most remote regions.

Advantages

o Universal Coverage: VSAT provides internet access in remote or isolated locations,
including rural villages, mountainous regions, and offshore areas.

o Flexibility: It is widely used for emergency communications, disaster relief, and
industries like maritime, aviation, and oil and gas, where traditional connectivity is
impractical.

e Scalability: VSAT networks can accommodate large numbers of users and devices,
making them suitable for organizations operating in remote areas.

Limitations

o High Latency: The significant distance data must travel introduces noticeable delays,
impacting applications requiring real-time responses, such as gaming or VolP.

o Expensive: The initial setup involves installing satellite dishes and modems, while
operational costs are high due to satellite bandwidth pricing.

e Weather Dependency: Severe weather conditions like heavy rain or storms can disrupt
satellite signals, reducing reliability.

Use Cases

VSAT is commonly used in rural areas, disaster zones, and industries operating in extreme

environments. It is also a lifeline for developing regions with limited telecommunications

infrastructure.

Impact on Browsing and Services

Dial-up: Limited to basic tasks like email and simple text browsing; unsuitable for
modern applications requiring high speeds.

Leased Line: Offers premium internet performance for high-demand applications such as
enterprise resource planning (ERP), video conferencing, and server hosting.

DSL: Balances affordability and performance, supporting general browsing, streaming,
and moderate file sharing.

VSAT: Provides connectivity where no other options exist, though with reduced

efficiency for tasks requiring low latency.

The diversity of these internet connection types ensures that users can choose the best option

based on their needs, balancing speed, cost, reliability, and availability. Each technology has
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played a pivotal role in shaping global internet access and continues to serve specific niches in

the modern era.

2.2 Unit Summary
This unit explored various internet connectivity types, highlighting their technical aspects,

benefits, and drawbacks. Dial-up laid the foundation for internet access but is now obsolete due

to slow speeds. Leased lines provide reliable and high-speed connections for businesses, while

DSL offers affordable and efficient connectivity for residential users. VSAT ensures internet

access in remote areas despite challenges like latency. Understanding these connectivity options

helps in selecting % most appropriate solution for specific needs and environments.

2.3 Check your progress

What is Dial-up internet, and how does it work?

Mention one advantage and one limitation of a leased line connection.

How does DSL differ from Dial-up in terms of technology and usability?

What is the role of a satellite in VSAT connectivity?

Why is VSAT often preferred in remote or rural areas?

Which type of connection is most suitable for businesses requiring high reliability and
speed?

Explain one disadvantage of Dial-up and how modern connectivity types have overcome
it.

Compare the latency of VSAT with Leased Line connections.

Identify the connection type you would recommend for a small office and justify your

choice.
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Unit 3: Key Internet Services

3.0 Introduction and objective
The Internet has transformed how we access information, communicate, and share resources.
Various services enable users to navigate the web, exchange messages, and transfer data
efficiently. This unit explores essential Internet services such as browsers, search engines, and
protocols like FTP, DNS, and DHCP. It also examines communication tools like email and
instant messaging, highlighting their significance in today’s digital era.
The objective of this unit is to familiarize learners with the key services offered by the Internet.
By the end of this unit, students will be able to:

e Identify the role and features of different web browsers.

e Understand how search engines function and their importance in retrieving information.

e Explain the use of protocols like FTP, DNS, and DHCP.

e Describe the working of email and instant messaging systems.

e Analyze how these services improve accessibility and communication in the digital

world.

3.1 Browsers (IE, Firefox, Chrome, etc.)
eb browsers are software applications that allow users to access and interact with web content.
Popular browsers include:
e Internet Explorer (IE): Once widely used, now replaced by Microsoft Edge due to its
outdated features.
e Mozilla Firefox: Known for its focus on privacy and customization options.
e Google Chrome: Dominates the browser market with its speed, simplicity, and
integration with Google services.
e Safari: Default browser for Apple devices, optimized for the macOS ecosystem.
e Opera: Features built-in tools like VPN and ad blockers, appealing to niche users.
Role of Browsers:
e Rendering web pages by interpreting HTML, CSS, and JavaScript.
e Managing security features, such as blocking unsafe websites.
e Supporting extensions and plugins to enhance functionality.
Search Engines
@arch engines are powerful tools that help users locate specific information on the Internet by
using keywords or phrases. They work by crawling web pages, indexing their content, and
ranking results based on relevance using complex algorithms. Popular e@émples include Google,

Bing, Yahoo, and DuckDuckGo. Search engines enhance user experience by providing quick
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access to vast amounts of information, offering advanced features like image and voice searches,
and personalizing results based on user preferences. They play a vital role in driving website

traffic, supporting businesses, and simplifying access to digital resources.

3.2 FTP, Email, Instant Messaging, DNS, and DHCP

In this section, we’ll discuss some essential network services and protocols used for
communication and resource management in the digital age. These protocols play key roles in
daily activities, from transferring files to ensuring devices can communicate effectively across
the internet. Let's take a closer look at FTP, Email, Instant Messaging, DNS, and DHCP.

1. FTP (File Transfer Protocol)

ﬁ}e Transfer Protocol (FTP) is a standard network protocol used to transfer files from one host
to another over a TCP-based network like the Internet. FTP allows users to upload and download
files from remote servers, making it essential for web developers, system administrators, and
businesses that need to manage large amounts of data. Figure 1 shows the working principle of

FTP.
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Figure 1: Working principle of FTP

e Basic Functionality: FTP operates on a client-server model. The client sends requests to
the server to upload or download files. The server then processes these requests and sends
the appropriate files back to the client.

e Ports Used: FTP typically uses port 21 for the command channel (sending commands
and receiving responses) and port 20 for the data channel (actual file transfers).

e FTP Types:
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Active FTP: In this mode, the client opens a random port and the server connects
to it to transfer data.

Passive FTP: In passive mode, the server opens a random port and the client
connects to it for file transfers. Passive FTP is preferred when the client is behind

a firewall.

Security Considerations: Traditional FTP transmits data, including usernames and

passwords, in plain text, making it vulnerable to interception. This is why SFTP (Secure

FTP) or FTPS (FTP Secure) is preferred for secure file transfers, as they encrypt the

data, ensuring confidentiality during the transfer process.

Common Use Cases: FTP is frequently used by website administrators to upload files

(e.g., HTML, CSS, images) to web servers. It's also used in organizations to share large

files or backup data across networks.

Example:

# FTP command to upload a file

ftp> put localfile.txt remotefile.txt
2. Email

Email (electronic mail) is one of the most widely used services for communication. It enables

users to send and receive messages over the Internet, making it an essential tool for both personal

and professional communication.

Email Protocols:

SMTP (Simple Mail Transfer Protocol): SMTP is the protocol used to send
emails. It defines how email messages are transferred between email clients and
servers.

POP3 (Post Office Protocol 3): POP3 is used by email clients to retrieve emails
from a mail server. It downloads messages from the server and stores them on the
client’s device.

IMAP (Internet Message Access Protocol): IMAP also allows email retrieval
from the server but differs from POP3 in that it leaves messages on the server,

allowing access from multiple devices.

Email Components:

Email Address: An identifier for sending and receiving emails, typically in the
format username@domain.com.

Inbox/Outbox: Folders where incoming and outgoing emails are stored.
Attachments: Files (images, documents) that can be attached to an email

message.
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Modern Email Services: Services like Gmail, Outlook, and Yahoo offer a range of
features beyond basic email, including cloud storage, calendar integration, and spam
filtering, which help improve user experience.

Security Considerations: Email systems are vulnerable to phishing attacks, where
attackers attempt to trick users into providing sensitive information. Email services often
include spam filters, two-factor authentication (2FA), and encryption (e.g., SSMIME)

to protect users from malicious activities.

3. Instant Messaging

Instant messaging (IM) allows for real-time text communication between users. Unlike email, IM

provides an immediate response, making it a faster alternative for personal and professional

communication.

Platforms: Popular instant messaging platforms include WhatsApp, Slack, Microsoft
Teams, Telegram, and Signal. These platforms provide features like file sharing, voice,
and video calls, enhancing communication and collaboration.
Features: Instant messaging services often support:
= Group Chats: Multiple users can join the same conversation to collaborate on
tasks.
= File Sharing: Users can share documents, images, and videos during chats.
= Voice & Video Calls: Some IM platforms include features for voice and video
communication, making them a complete communication suite.
Real-Time Communication: IM is widely used in businesses for team collaboration and
quick communication. In personal communication, it serves as a fast and efficient way to
stay connected with family and friends.
Security Considerations: Instant messaging apps are prone to privacy issues. End-to-end
encryption, like that used in WhatsApp and Signal, ensures that only the sender and

recipient can read the messages, preventing third parties from accessing the conversation.

4. DNS (Domain Name System)

¢ Domain Name System (DNS) is a fundamental part of the Internet's infrastructure. It is

responsible for translating human-readable domain names (such as www.example.com) into

machine-readable IP addresses (such as 192.168.1.1), allowing users to access websites using

easily memorable names instead of numerical addresses.

How DNS Works:
1. User Request: When a user types a domain name into a browser, a request is sent
to a DNS server.
2. DNS Lookup: The DNS server looks up the corresponding IP address for that

domain name.
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3.

Routing: The IP address is returned, and the browser uses it to establish a

connection with the web server.

o Types of DNS Records:

A Record: Maps a domain name to an [Pv4 address.

AAAA Record: Maps a domain name to an IPv6 address.

MX Record: Specifies the mail exchange server for email delivery.

CNAME Record: Maps an alias domain name to the canonical (real) domain

name.

e Security Considerations: DNS Spoofing or Cache Poisoning attacks can direct users to

malicious websites. To mitigate this, DNSSEC (DNS Security Extensions) is used to

ensure the authenticity of DNS responses.

5. DHCP (Dynamic Host Configuration Protocol)

DHCP (Dynamic Host Configuration Protocol) is a network management protocol used by

network devices to automatically receive an IP address and other necessary configuration

information (such as the default gateway and DNS servers) from a DHCP server.

e How DHCP Works:

DHCP Discovery: When a device connects to a network, it sends a
DHCPDISCOVER message to find a DHCP server.

DHCP Offer: The server responds with a DHCPOFFER message, providing the
device with an available IP address and configuration details.

DHCP Request: The device sends a DHCPREQUEST message to the server to
accept the offered configuration.

DHCP Acknowledgment: The server sends a DHCPACK message, confirming

that the device can use the provided IP address and settings.

e Benefits of DHCP:

Automatic IP Address Assignment: DHCP automates the process of assigning
IP addresses, ensuring that each device on the network has a unique address.
Reduced Configuration Errors: It minimizes human errors by automatically
assigning correct configuration settings.

IP Address Pool Management: DHCP servers maintain a pool of available IP

addresses and dynamically allocate them to devices as needed.

e Security Considerations: Unauthorized DHCP servers (often referred to as rogue

DHCP servers) can provide incorrect configuration information, causing network issues.

To mitigate this, network administrators can use DHCP snooping to ensure that only

authorized DHCP servers can assign I[P addresses.
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FTP, email, instant messaging, DNS, and DHCP are foundational technologies that enable
communication, file transfer, and efficient management of network resources. Understanding
these protocols and their uses is essential for both network administrators and developers who
work with web technologies. Security considerations, such as encryption and proper
configuration, are crucial for ensuring the integrity and safety of communications and data
exchange.
3.3 Unit Summary
This unit highlighted the significance of various Internet services in enhancing user experience
and efficiency. Browsers serve as the gateway to the Internet, while search engines simplify
information retrieval. Protocols like FTP and DNS ensure smooth data transfer and navigation.
Communication tools such as email and instant messaging have revolutionized how we interact,
while DHCP simplifies network management. Together, these services form the backbone of the
Internet ecosystem.
3.4 Check your progress

1. Name three widely used web browsers and mentions one unique feature of each.
What is the primary function of a search engine? Provide an example.
How does FTP differ from HTTP?
What role does DNS play in internet navigation?
Which protocol is used for dynamically assigning IP addresses in a network?

Describe one advantage of using instant messaging over email.

N kWD

What are the three main protocols used for email communication, and what is their
purpose?

8. Why Google Chrome is considered the most popular web browser?

9. Explain the term "indexing" in the context of search engines.

10. How does DHCP contribute to efficient network resource management?

[15]




Unit 4: Web Protocols:

4.0 Introduction and Objective

Web protocols are the backbone of the Internet, facilitating communication between devices and
servers. They standardize the transmission of information, enabling seamless browsing, data
sharing, and navigation. This unit explores essential protocols like HTTP, DNS, and DHCP,
highlighting their roles in ensuring efficient, secure, and user-friendly web interactions.
Additionally, it examines the structure of URLs and the importance of proxy servers in
enhancing privacy and optimizing connectivity.

The primary objective of this unit is to provide a clear understanding of web protocols that make
Internet navigation possible. By studying this unit, learners will grasp how HTTP facilitates web
page communication, the structure of URLs for accessing web resources, and the role of proxy
servers in improving security and performance. Additionally, they will understand how DNS and
DHCP streamline Internet navigation and network resource allocation, making online

experiences smooth and efficient.

4.1 HTTP, URL structure, Proxy Servers

e HTTP (Hypertext Transfer Protocol):

HTTP is the primary protocol used for transmitting web pages from servers to browsers.
It operates as a request-response system, where the client sends a request, and the server
responds with the requested resource. HTTP/1.1 and HTTP/2 are widely used versions,
with HTTP/3 offering enhanced speed and security. HTTPS (HTTP Secure) encrypts

communication, ensuring secure data transmission.

¢ URL (Uniform Resource Locator) Structure:
A URL is the address of a resource on the web. Its components include:

= Protocol: Specifies the communication method (e.g., http://, https://).

= Domain Name: Identifies the server hosting the resource (e.g.,
www.example.com).

= Path: Specifies the location of the resource within the server (e.g.,
/images/photo.jpg).

= Query String: Provides additional parameters for specific requests (e.g.,

?71d=123).

e Proxy Servers:
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Proxy servers act as intermediaries between clients and servers, forwarding requests on
behalf of the user. They enhance privacy by masking the client’s IP address and can also
cache frequently accessed resources to improve loading times. In addition, proxies are
used to filter web traffic, enforce security policies, and bypass regional restrictions.
4.2 The role of DNS and DHCP in Internet navigation
The Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP) are two
critical components that ensure seamless navigation and communication across the internet.
Together, they simplify how devices connect to and interact within the vast network of the
internet, making it user-friendly and efficient. Here's an in-depth explanation of their roles:
DNS (Domain Name System)
The Domain Name System (DNS) is often referred to as the "phonebook of the internet.”" It is a
hierarchical, decentralized system that translates human-readable domain names (like
www.example.com) into machine-readable IP addresses (e.g., 192.0.2.1). This translation is
necessary because computers communicate using IP addresses, not domain names.
How DNS Works
1. User Request: When a user types a URL (Uniform Resource Locator) like
www.example.com into their browser, the browser sends a request to a DNS server.
2. Name Resolution: The DNS server searches its records to find the corresponding IP
address for the domain name.
= Ifthe DNS server has the record, it returns the IP address to the browser.
= If it does not, the request is forwarded up the hierarchy to other DNS servers until
the IP address is found.
3. Access to the Website: Once the IP address is obtained, the browser uses it to
communicate with the web server hosting the website.
Key Components of DNS
e Root Servers: The top-level DNS servers that manage information about top-level
domains (TLDs) like .com, .org, or .edu.
e TLD Servers: These servers store information about specific domain extensions and
forward requests to the appropriate authoritative DNS servers.
e Authoritative DNS Servers: They provide the IP address for the requested domain.
¢ Caching: DNS servers and devices cache IP addresses to speed up future requests for the
same domain.
Advantages of DNS
e User-Friendly Navigation: DNS eliminates the need for users to remember complex IP

addresses, allowing them to use easily recognizable domain names.
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Scalability: The hierarchical structure of DNS ensures that it can handle the vast and
growing number of websites on the internet.
Redundancy: DNS servers are distributed globally, ensuring high availability and

reliability even if some servers fail.

Challenges and Mitigations

Security Risks: DNS is vulnerable to attacks like DNS spoofing or cache poisoning.
Solutions like DNSSEC (Domain Name System Security Extensions) help mitigate these
risks.

Latency: DNS queries can introduce delays. Caching and optimizing DNS servers can

reduce lookup times.

Importance in Internet Navigation

mthout DNS, users would need to memorize numeric IP addresses to access websites, a task

that would be nearly impossible as the internet expands. DNS simplifies the process, acting as an

indispensable intermediary between human users and the technical architecture of the internet.

DHCP (Dynamic Host Configuration Protocol)

e Dynamic Host Configuration Protocol (DHCP) is a network management protocol that

automates the assignment of IP addresses and other configuration details to devices within a

network. By dynamically assigning IP addresses, DHCP ensures that devices can connect to the

network and communicate without manual configuration.

How DHCP Works

1. Discovery: When a device connects to a network, it sends a DHCP Discovery request to
locate a DHCP server.

2. Offer: The DHCP server responds with a DHCP Offer, proposing an IP address and
other configuration details (e.g., @met mask, default gateway, DNS server addresses).

3. Request: The device accepts the offer by sending a DHCP Request message to the
server.

4. Acknowledgment: The DHCP server confirms the assignment with a DHCP

Acknowledgment, and the device is configured with the provided settings.

Key Functions of DHCP

IP Address Allocation: DHCP dynamically assigns m addresses to devices, ensuring
each device has a unique address within the network.

Conflict Prevention: By managing IP address assignments centrally, DHCP prevents
duplicate IP address conflicts, which can disrupt network communication.

Lease Management: DHCP assigns IP addresses on a temporary basis (leases). Once the

lease expires, the IP address can be reassigned, optimizing address utilization.
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Configuration Distribution: In addition to IP addresses, DHCP can distribute other
network settings, such as DNS server addresses, default gateways, and network time

protocols.

Advantages of DHCP

Automation: DHCP eliminates the need for manual IP configuration, saving time and
reducing the potential for human error.

Scalability: In large networks, manually assigning IP addresses is impractical. DHCP
enables networks to grow without additional administrative overhead.

Efficiency: By reusing IP addresses through leasing, DHCP maximizes the utilization of

available address pools.

Challenges and Mitigations

Security Risks: DHCP servers can be spoofed, leading to malicious configurations.
Network administrators use techniques like DHCP snooping to protect against such
attacks.

Reliance on Centralized Servers: If the DHCP server fails, devices may struggle to

obtain or renew IP addresses. Redundancy and backup servers address this issue.

Importance in Internet Navigation

DHCP ensures that devices can join networks effortlessly, receiving all the necessary settings for

internet connectivity. Without DHCP, managing IP addresses and network configurations would

be labor-intensive, especially in environments with hundreds or thousands of devices.

How DNS and DHCP Work Together

DNS and DHCP are complementary protocols that collectively simplify internet navigation and

network management:

1.

Seamless Connectivity: DHCP assigns devices IP addresses and DNS server settings,

ensuring that devices can resolve domain names into IP addresses for internet access.

2. Dynamic Updates: Modern networks often integrate DHCP with DNS, allowing devices
to automatically register their hostnames and IP addresses in DNS records. This
integration enhances network visibility and management.

3. User-Friendly Experience: While DHCP manages behind-the-scenes configuration,
DNS translates complex technical details into human-readable formats, making internet
usage intuitive and straightforward.

Conclusion

DNS and DHCP are foundational technologies that enable the modern internet to function

seamlessly:

DNS simplifies internet navigation by translating human-readable domain names into

machine-readable IP addresses, enabling users to access websites with ease.
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e DHCP automates the assignment of IP addresses and network settings, ensuring efficient,
conflict-free connectivity for devices.

Together, these protocols transform the internet from a complex network of numbers into the

user-friendly system we rely on today, making global communication and resource sharing

accessible to billions of users.

4.3 ﬁit Summary

This unit provided an overview of essential web protocols and their roles in enabling Internet
functionality. HTTP serves as the backbone of web communication, while URLs provide
structured addresses for web resources. Proxy servers enhance privacy and optimize access,
acting as vital intermediaries in online interactions. DNS and DHCP are indispensable for
Internet navigation, ensuring efficient address resolution and dynamic IP allocation. These

protocols collectively support the seamless operation of the web.

4.4 Check your progress

What is HTTP, and how does it function in web communication?
Explain the difference between HTTP and HTTPS.

Describe the structure of a URL and its main components.

How do proxy servers improve Internet security and performance?
What is the function of DNS in Internet navigation?

How does DHCP contribute to efficient network management?
Why are query strings used in URLs? Provide an example.

Discuss one scenario @ere proxy servers are used to bypass restrictions.

o NNk w N

How does DHCP prevent IP address conflicts in a network?

10. Explain how DNS and DHCP work together during a typical web browsing session.
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Internet Markup Languages
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Unit 5: XHTML

5.0 Introduction and Objective

XHTML (Extensible Hypertext Markup Language) is a sterner and more XML-compliant
version of HTML. It was developed to improve web page reliability and compatibility @oss
different browsers and devices. XHTML ensures that web documents are well-structured and

adhere to a strict set of rules, making them easier to maintain and process.

@15 unit aims to provide you with a comprehensive understanding of XHTML, its purpose, and
its importance in web development. By the end of the unit, Qu will be able to describe the
principles of XHTML, apply its syntax rules, and use commonly used XHTML elements

effectively through practical examples.

5.1 Basics of XHTML

XHTML (Extensible Hypertext Markup Language) is a web development language designed as a
stricter and more structured successor to HTML (Hypertext Markup Language). It combines the
flexibility of HTML with the strict syntax rules of XML (Extensible Markup Language), making
web documents more consistent, portable, and easily parsed by different devices and browsers.

Key Concepts of XHTML

1. Standards Compliance: XHTML is a W3C (World Wide Web Consortium) standard
that enforces web development best practices. It ensures web pages are universally
accessible and compatible across diverse platforms.

2. XML-based Syntax: Unlike HTML, which is more lenient, XHTML follows strict XML
rules. This makes XHTML documents well-formed and easier for machines to parse and
process.

3. Backward Compatibility: XHTML is designed to be backward compatible with most
HTML browsers while providing enhanced features that align with modern web
standards.

Important Features of XHTML

1. Document Structure: XHTML documents follow a hierarchical structure and must
begin with a Document Type Declaration (DOCTYPE). A typical XHTML document
includes:

e A DOCTYPE declaration specifying the version of XHTML.
e A root <html> element with namespaces defined

(xmIns="http://www.w3.0org/1999/xhtml").
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¢ A <head> section containing metadata.
e A <body> section containing the document's content.
2. Case Sensitivity: All XHTML element and attribute names must be written in

lowercase. For example-

<htmlI>
<head>
<title>Welcome to XHTML</title>
</head>
<body>
<h1>Hello, World!</h1>
</body>

</html>

3. Proper Nesting of Tags: XHTML requires all elements to be properly nested. For
example-
<p><strong>This is bold text.</strong></p>
Incorrect nesting, such as <p><strong>This is bold text.</p></strong>, is not allowed.
4. Closing Tags: Every element in XHTML must have a closing tag, including empty
elements. For example-
<br /> <!-- Correct -->
Unlike HTML, XHTML does not allow standalone tags like <br>.
5. Attribute Quotation: All attribute values in XHTML must be enclosed in double or
single quotes. For example-

<img src="image.jpg" alt="A descriptive text" />

Advantages of XHTML
Enhanced Interoperability: The XML compliance of XHTML ensures better
interoperability with other XML-based technologies.
Error Reduction: The strict syntax rules minimize errors, making the code cleaner and
easier to debug.
Device Independence: XHTML content is more adaptable to @ious devices, including
mobile phones, PDAs, and other emerging technologies.
Future-Proofing: Following XHTML’s strict guidelines ensures your web pages are
better prepared for evolving web standards.

XHTML Document Example

Here’s an example of a basic XHTML document:
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<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.org/TR/xhtml1/DTD/xhtml1-strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" lang="en" xml:lang="en">
<head>
<meta http-equiv="Content-Type" content="application/xhtml+xml; charset=UTF-8"
/>
<title>My First XHTML Page</title>
</head>
<body>
<h1>Welcome to XHTML</h1>
<p>This is a paragraph in XHTML.</p>
<img src="example.jpg" alt="An example image" />
</body>

</html>

5.2 Elements of XHTML
XHTML (Extensible Hypertext Markup Language) is composed of various elements that form
the building blocks of a web document. These elements are predefined tags, often referred to as
XHTML elements, which define the structure, presentation, and behavior of content on the web.
While XHTML borrows most of its elements from HTML, it enforces stricter syntax and
structural rules due to its XML foundation.
Below, we’ll explore the core elements of XHTML along with their attributes, usage, and
examples.
1. Structural Elements
Structural elements define the layout and sections of an XHTML document. These elements
organize content into meaningful sections, such as headings, paragraphs, and divisions.

e <html>: The root element that wraps all the content of an XHTML document. It requires

the XML namespace declaration.

<html xmlns="http://www.w3.0org/1999/xhtml">

</html>

e <head>: Contains metadata, scripts, and styles for the document.
<head>
<title>XHTML Basics</title>
</head>

e <body>: Encloses the content visible on the webpage.
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<body>
<h1>Welcome to XHTML</h1>
</body>
2. Headings and Text Formatting Elements
Headings and text formatting elements structure the textual content and emphasize parts of the
text.
o Headings (<h1> to <h6>): Define hierarchical headings, <h1> being the largest and most
important.
<h1>Main Heading</h1>
<h2>Subheading</h2>
e Paragraph (<p>): Groups text into paragraphs.
<p>This is a paragraph of text.</p>
¢ Line Break (<br />): Inserts a line break. Note the self-closing syntax.
This is line one.<br />This is line two.
e Text Formatting Elements:
<strong>: Bold text for importance. <strong>Important text</strong>

<em>: Italicized text for emphasis. <em>Emphasized text</em>

3. Hyperlink and Anchor Elements
e Anchor (<a>): Defines hyperlinks to navigate to other pages or sections.
<a href="https://www.example.com">Visit Example</a>
Attributes:
e href: Specifies the URL.
o target: Opens the link in a new window or tab when set to _blank.
4. List Elements
Lists organize content into ordered or unordered formats.
e Unordered List (<ul>): A bulleted list.
<ul>
<li>Item 1</li>
<li>Item 2</li>

</ul>

e Ordered List (<ol>): A numbered list.
<ol>
<li>First item</li>

<li>Second item</li>
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</ol>
e List Item (<li>): Represents individual items in a list.
5. Table Elements
Tables are used to display data in rows and columns.
e <table>: Defines a table.
<table>
<tr>
<th>Header 1</th>
<th>Header 2</th>
</tr>
<tr>
<td>Data 1</td>
<td>Data 2</td>
</tr>
</table>
Child Elements:
e <tr>: Table row.
e <th>: Header cell.
e <td>: Data cell.
6. Multimedia Elements

XHTML supports multimedia elements to enhance content with images, audio, and video.
e Image (<img />): Embeds images into the document.

<img src="example.jpg" alt="An example image" />
Attributes:
src: Specifies the image source URL.
alt: Descriptive text for accessibility.
7. Form Elements
Forms collect user input.
¢  Form (<form>): Creates a form for user data.
<form action=""'submit.php' method="post">
<input type=""text'" name="username"'" />
<input type="submit" value="Submit" />
</form>
Child Elements:
e <input>: User input fields.

e <textarea>: Multi-line input.

[26]




e <select> and <option>: Drop-down menus.

e <button>: A clickable button.

8. Semantic and Structural Grouping Elements
These elements group related content for semantic clarity.
e Division (<div>): Groups block-level elements.
<div>
<p>This is a paragraph in a division.</p>
</div>
e Span (<span>): Groups inline elements.
<p>This <span style="color: red;">text</span> is red.</p>
9. Metadata Elements
Metadata elements provide additional information about the document.
e <title>: Specifies the document’s title (visible in the browser tab).
<title>My XHTML Page</title>
e <meta>: Defines metadata like character encoding.
<meta http-equiv=""Content-Type' content="application/xhtml+xml; charset=UTF-
8" />
5.3 Unit Summary
This Unit summary focuses on the essentials of XHTML, a stricter and XML-based version of
HTML, designed to ensure well-structured and error-free web documents. The unit emphasizes
the importance of adhering to XHTML’s strict syntax rules, such as using lowercase tags, proper
nesting, mandatory closing tags, and quoting attribute values. It explains the core structure of an
XHTML document, including the DOCTYPE declaration, <html> root element with XML
namespace, <head> for metadata, and <body> for content. Additionally, the unit categorizes
XHTML elements into structural, text formatting, list, multimedia, table, and form elements,
illustrating their usage with examples. The benefits of XHTML, including improved
interoperability, error reduction, and future-proofing, are highlighted. The unit concludes with a
reflection on how XHTML’s strict rules enhance consistency and compatibility across devices
and browsers, laying a strong foundation for modern web development.
5.4 Check your progress
What does XHTML stand for?
What is the purpose of the DOCTYPE declaration in an XHTML document?
Name the root element of an XHTML document.

In XHTML, why is it mandatory to close all tags?

wok Wb

What is the significance of quoting attribute values in XHTML?
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6
7.
8
9

How does XHTML ensure better browser compatibility compared to HTML?
List three key syntax rules of XHTML.

What is the role of the <head> element in an XHTML document?

What is the difference between <br> in HTML and <br /> in XHTML?

10. Write a simple DOCTYPE declaration for an XHTML 1.0 Strict document.
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Unit 6: Cascading Style Sheets (CSS)

6.0 Introduction and Objective

Cascading Style Sheets (CSS) is a language used to style and layout web pages, including
changing the design, colors, fonts, and positioning of elements. CSS works alongside HTML to
create visually appealing and functional websites. It separates content (HTML) from presentation
(CSS).

Key Features of CSS:
¢ Enables consistent styling across multiple pages.

e Enhances user experience with improved aesthetics.

« Simplifies web development by reducing repetitive code.

the end of this unit, students will:

e Understand the basics and types of CSS.

e Learn how to apply CSS styles using inline, embedded, and external methods.
e Validate CSS using W3C tools.

e Apply CSS for element positioning, backgrounds, and text flow.

6.1 Inline, Embedded, and External Styles
Inline Styles
Inline CSS is applied directly to an HTML element using the style attribute. This method is
useful for small, specific styling.
Example: <p style="color: blue; font-size: 18px;">This is an inline-styled paragraph.</p>
Embedded Styles
Embedded CSS is defined within the <style> tag in the <head> section of an HTML document. It
is used when you want to style a single page without affecting others.
Example:
<IDOCTYPE html>
<htmI>
<head>
<style>
pi
color: green;
font-family: Arial, sans-serif;
}
</style>

</head>
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<body>
<p>This is a paragraph with embedded CSS.</p>
</body>
</html>
External Styles
External CSS uses a separate .css file linked to the HTML document via the <link> tag. It is the
best practice for large projects as it promotes reusability and maintainability.
Example: HTML file:
<IDOCTYPE html>
<htmI>
<head>
<link rel="stylesheet" type="text/css" href="styles.css">
</head>
<body>
<p>This is a paragraph styled using external CSS.</p>
</body>

</html>

CSS file (styles.css):
pi
color: red;
font-size: 16px;
}
6.2 W3C CSS Validation Service
The W3C CSS Validation Service is a tool to check the correctness of CSS code. Validating CSS
ensures that the styles adhere to web standards, improving compatibility across browsers.
Steps to Validate CSS:
1. Visit W3C CSS Validator.
2. Upload your CSS file or paste the code.
3. Click "Check" to view results.
Example: A CSS file with an error:
pi
font-size: 16px;
color: blue // Missing semicolon

b

The validator will highlight the missing semicolon.
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6.3 Use of CSS
Positioning Elements
CSS allows precise control over the placement of elements on a web page using properties like
position, top, left, right, and bottom.
Example:
.box {

position: absolute;

top: 50px;

left: 100px;

width: 200px;

height: 100px;

background-color: lightblue;

}
HTML:

<div class="box">Positioned Box</div>
Backgrounds

CSS allows adding colors, images, or gradients as backgrounds for elements.

Example:
body {
background-color: #{0f010;
background-image: url('background.jpg");
background-repeat: no-repeat;
background-size: cover;
¥
Text Flow

CSS controls how text appears and flows within an element using properties like text-align, line-

height, and white-space.

Example:
p i
text-align: justify;
line-height: 1.5;
white-space: pre-line;
}

6.4 Unit Summery
In this unit, we explored:

e The three main types of CSS (Inline, Embedded, External) with examples.
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Validation of CSS using the W3C CSS Validation Service.
Practical applications of CSS for positioning, backgrounds, and text flow. CSS is a
powerful tool to enhance the appearance and usability of websites while maintaining a

clean separation between content and design.

6.5 Check your progress

1.

Eal

5
6
7.
8
9

What are the advantages of using external CSS over inline or embedded CSS?

Write a simple CSS rule to style all <h1> elements with a red color and center alignment.
How can you validate a CSS file? Describe the process.

Create an HTML file using embedded CSS to style a paragraph with a blue background
and white text.

Explain the difference between inline, embedded, and external styles. Provide examples.
What is the purpose of the position property in CSS? Describe its types with examples.
How can CSS be used to control background images? Write an example to demonstrate.
Define the line-height property in CSS. Why is it important for text readability?

What is W3C CSS Validation? How does it improve web development?

10. Write an example to position an element at the center of the page using CSS.
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Unit 7: Extensible Markup Language (XML)

7.1 Introduction and Objective
@e Extensible Markup Language (XML) is a versatile and widely-used markup language
designed for storing and transporting data in a readable and structured format. Unlike HTML,
which @ used for displaying data, XML is used for describing data. It enables the representation
of complex data structures, making it essential for applications such as data interchange between
systems, web services, and configuration files.
In this unit, XML from its basic structure to its validation, processing, and styling techniques will
be explored.
By the end of this unit, you should be able to:
1. Understand the basic structure and syntax of XML.
2. Learn how to define and validate XML structure.
3. Understand XML processing models, including DOM (Document Object Model) and
XSL (Extensible Stylesheet Language).
4. Know how to use XML for data storage and transport.
Apply XML in practical scenarios such as web development and data interchange.
7.1 gtroductlon to XML and Structuring Data
XML is a text-based language that defines rules for encoding documents in a format that is both
human-readable and machine-readable. It is used primarily to store and transport data. The basic
building blocks of XML include elements, attributes, and text content.
Structure of XML:
¢ Elements: Basic building blocks, denoted @' opening and closing tags.
Example: <name>John Doe</name>.
e Attributes: Provide gditional information about elements.
Example: <book title="XML Basics">
e Text Content: Data stored within elements.
XML Syntax Rules:
e Tags are case-sensitive.
o Tags must be properly nested.
. XML document must have one root element.

o Elements must be properly closed.

An XML document is structured in a hierarchical format, similar to a tree. It consists of several
key components, each serving a specific purpose to ensure data is well-organized, readable, and

machine-processable. The structure is strict and must adhere to XML syntax rules.
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Components of an XML Document:
XML Declaration (Prolog):
e The prolog is optional but typically included as t@ first line of an XML document.
e It declares the XML version and character encoding used in the document.
e Example:
<?xml version="1.0" encoding="UTF-8"?>

e This line ensures that parsers recognize the document as XML and process it correctly.

Root Element:
e The root element is mandatory and serves as the container for all other elements in the
document.
° @ery XML document must have exactly one root element.
e Example:
<catalog>
<!-- Other elements go here -->

</catalog>

Child Elements:
e Nested within the root element, these elements hold the actual data or other sub-elements.
e Each child element is enclosed between opening (<element>) and closing (</element>)
tags.
e Example:
<book>
<title>XML Fundamentals</title>
<author>Jane Doe</author>
</book>
Attributes:
e Attributes provide additional metadata about elements in a key-value pair format.
e They are defined within the opening tag of an element.
e Example:
<book id="101" category="Programming'>
<title>XML Fundamentals</title>

</book>

Data Content:

e Elements can enclose textual data or additional nested elements.
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e Example:

<description>This book covers the basics of XML.</description>

Comments:
e Comments are used to include notes or explanations within the XML document.
e Comments are not processed as data.
e Example:

<!-- This is a comment -->

Whitespace and Formatting:
e XML ignores extra whitespace between tags, but it can be included to make the
document more readable.

e Indentation is commonly used to visually represent the hierarchy of elements.

Example: A Complete XML Document
Below is a simple XML document that demonstrates its basic structure:
<?xml version="1.0" encoding="UTF-8"?>
<library>
<book id="001" genre="Fiction">
<title>The Great Gatsby</title>
<author>F. Scott Fitzgerald</author>
<year>1925</year>
</book>
<book id="002" genre="Science">
<title>A Brief History of Time</title>
<author>Stephen Hawking</author>
<year>1988</year>
</book>

</library>

7.2 Validation and Defining XML Structure

XML validation is the process of ensuring that an Q/IL document conforms to a predefined
structure or set of rules. Validation is essential for maintaining consistency, ensuring data
integrity, and facilitating seamless communication between systems. Two primary methods for

XML validation are:
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> Document Type Definition (DTD): A basic schema language used to define the
structure, elements, and attributes of an XML document. DTD specifies the ggal building
blocks of an XML document.

» XML Schema Definition (XSD): A more robust and flexible schema I@guage that
supports data types and constraints, making it suitable for complex XML document

definitions.

Validation Using DTD

DTD outlines the structure and permissible elements of an XML document. It acts as a blueprint,
helping to ensure that the XML document adheres to the specified format. A DTD can be defined
internally within the XML document or externally as a separate file.

Below is a sample DTD for an XML document that describes a list of employees.

<IDOCTYPE employees [
<!IELEMENT employees (employee+)>
<!-- The root element contains one or more employee elements -->
<!IELEMENT employee (name, designation, department)>
<!-- An employee consists of a name, designation, and department -->
<!ATTLIST employee id ID #REQUIRED>
<!-- Each employee must have a unique ID attribute -->
<!ELEMENT name (#PCDATA)>
<!-- Name contains parsed character data -->
<!ELEMENT designation (#PCDATA)>
<!-- Designation contains parsed character data -->
<!ELEMENT department (#PCDATA)>
<!-- Department contains parsed character data -->
1B
In this example:
e The employees element is the root and contains one or more employee elements.
o« Each employee element has a required id attribute of type ID.
e The child elements (name, designation, and department) contain text data (denoted by
#PCDATA).
Validation Process:
When a@ XML document references this DTD, a validating parser checks whether the document

complies with the specified rules.
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Validation Using XSD

XML Schema Definition (XSD) provides advanced capabilities for defining XML structure,
including support for data types, constraints, and complex relationships. XSD is written in XML
format itself, making it both powerful and readable.

Below is an XSD example that defines the same employees structure.

<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="employees">
<xs:complexType>
<xs:sequence>
<xs:element name="employee" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="name" type="xs:string"/> <!-- Name is a string -->
<xs:element name="designation" type="xs:string"/><!-- Designation is a string
->
<xs:element name="department" type="xs:string"/> <!-- Department is a string
>
</xs:sequence>
<xs:attribute name="id" type="xs:ID" use="required"/> <!-- ID is required and must be unique --
>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

</xs:schema>

Key Features:
o Data Types: XSD supports data types like xs:string, xs:integer, and xs:date.
e Attributes: Attributes can have constraints, such as being required or having a default
value.
e Complex Types: Elements can have nested structures and attributes.
e Cardinality: @e maxQOccurs attribute specifies the allowable number of occurrences for

an element.
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Validation Process:
A validating parser checks the XML document against this schema to ensure compliance. The

XSD provides additional rigor by enforcing data types and constraints.

Comparison: DTD vs. XSD

Feature DTD XSD

Syntax Non-XML XML-based

Data Type Support Limited (text-based only) Extensive (string, integer, date, etc.)
Flexibility Basic Highly flexible and extensible
Readability Simple and concise Verbose but more powerful
Namespaces Support  No Yes

7.3 XML Processing and Styling (DOM, XSL)
XML (Extensible Markup Language) i@not only used for data representation but also serves as a
foundation for data processing and presentation. Processing XML allows applications to read,
manipulate, and transform XML documents into usable formats, while styling makes XML data
visually presentable for human readers. l@ this section, we will explore XML processing
techniques such as the Document Object Model (DOM) and XML styling using XSLT
(Extensible Stylesheet Language Transformations). These tools and techniques help bridge the
gap between machine-readable and human-readable data formats.
XML Processing
Processing XML involves reading, modifying, and sometimes validating XML data
programmatically. Different programming languages and tools provide built-in libraries and
APIs to handle XML documents.
The Document Object Model (DOM):
The DOM is a platform-independent, tree-based representation of an XML document. It treats an
XML document as a hierarchy of nodes, enabling users to traverse, query, and modify the
document. DOM is widely supported in languages such as Java, Python, and JavaScript.
Key Features of DOM:

o Represents the entire XML document as a tree structure.

e Allows traversal of the XML tree to access or manipulate elements and attributes.

e Supports operations such as adding, deleting, and updating nodes.
DOM Structure:
In DOM, each part of the XML document is treated as a node:
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¢ Document Node: Represents the entire document.
e Element Node: Represents XML elements.
e Attribute Node: Represents attributes of elements.

e Text Node: Represents text within elements.




e Comment Node: Represents comments in the XML document.
Example: DOM Representation of an XML Document
Consider the following XML:
<?xml version="1.0" encoding="UTF-8"?>
<library>

<book id="101">
<title>XML Fundamentals</title>
<author>Jane Doe</author>
</book>
<book id="102">
<title>Advanced XML</title>
<author>John Smith</author>
</book>
</library>
The DOM structure can be visualized as:
Document
L— <library>
F— <book id="101">
| |— <title>XML Fundamentals</title>
| L <author>Jane Doe</author>
L— <book id="102">
— <title>Advanced XML</title>
L— <author>John Smith</author>
Processing XML Using DOM (Python Example):
In Python, the xml.etree.ElementTree module provides methods for processing XML
documents using DOM-like behavior.
Example Code:

import xml.etree.ElementTree as ET

# Parse the XML file
tree = ET.parse('library.xml")

root = tree.getroot()
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# Accessing Qments in the XML document
print("Books in Library:")
for book in root.findall("book'):
book id = book.get('id") # Accessing attribute
title = book.find('title').text # Accessing child element
author = book.find('author').text
print(f'ID: {book id}, Title: {title}, Author: {author}")




# Modifying an XML document
new_book = ET.SubElement(root, 'book’, {'id": '103'})
ET.SubElement(new_book, 'title').text = "Mastering XML"

ET.SubElement(new book, 'author').text = "Alice Brown"

# Write the updated XML back to file
tree.write('updated library.xml')
Output:
Books in Library:
1D: 101, Title: XML Fundamentals, Author: Jane Doe
ID: 102, Title: Advanced XML, Author: John Smith
Explanation:
1. The XML document is parsed into a tree structure using ElementTree.
2. Elements, attributes, and text are accessed using methods like find() and get().
3. A new node is added, and the updated document is written back to a file.
XML Styling Using XSLT
XSLT (Extensible Stylesheet Language Transformations) is a powerful language i@%d to
transform XML documents into other formats like HTML, plain text, or even other XML
structures. It defines rules for transforming the input XML document into a desired output
format.
Why Use XSLT?
e Converts raw XML data into human-readable formats (e.g., HTML).
o Provides flexibility to filter, sort, or transform XML content.

e Supports formatting through reusable stylesheets.
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XSLT Basics:

1. XSLT Stylesheet: An XSLT document itself is an XML document that contains rules for
transformation. It uses the namespace
xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform".

2. Templates: XSLT uses <xsl:template> to define how XML elements should be
processed.

3. Output: The transformation result can be HTML, plain text, or other XML.

Example: Transforming XML to HTML
Input XML:
<?xml version="1.0" encoding="UTF-8"?>
<library>
<book id="101">
<title>XML Fundamentals</title>

<author>Jane Doe</author>




</book>
<book id="102">
<title>Advanced XML</title>
<author>John Smith</author>
</book>
</library>
XSLT Stylesheet:
<?xml version="1.0" encoding="UTF-8"7?>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:template match="/library">
<html>
<head>
<title>Library Catalog</title>
</head>
<body>
<h2>Library Book List</h2>
<table border="1">
<tr>
<th>ID</th>
<th>Title</th>
<th>Author</th>

</tr>
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<xsl:for-each select="book">
<tr>
<td><xsl:value-of select="@id"/></td>
<td><xsl:value-of select="title"/></td>
<td><xsl:value-of select="author"/></td>
</tr>
</xsl:for-each>
</table>
</body>
</html>
</xsl:template>
</xsl:stylesheet>
Output HTML (After Transformation):
html
Copy code
<html>
<head>
<title>Library Catalog</title>
</head>




<body>
<h2>Library Book List</h2>
<table border="1">
<tr>
<th>ID</th>
<th>Title</th>
<th>Author</th>
</tr>
<tr>
<td>101</td>
<td>XML Fundamentals</td>
<td>Jane Doe</td>
</tr>
<tr>
<td>102</td>
<td>Advanced XML</td>
<td>John Smith</td>
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</tr>
</table>
</body>
</html]>
Key Points to Remember

1. DOM Processing: Used to read, traverse, and manipulate XML documents
programmatically.

2. XSLT Styling: Transforms XML into user-friendly formats like HTML using templates.
Reusable Stylesheets: XSLT promotes the use of reusable stylesheets for consistent
formatting.

XML processing and styling are crucial skills for managing XML data effectively. The DOM
allows for programmatic access and manipulation of XML documents, while XSLT enables
users to transform raw XML data into human-readable outputs. Together, these tools play a
significant role in making XML data usable, accessible, and visually appealing in different
applications.

7.4 Unit Summery

XML is a powerful and flexible markup language designed to store, transport, and structure data
in a platform-independent and human-readable format. It @ows users to define their own tags,
making it highly extensible and adaptable to various use cases. Tie structure of XML documents
can be validated using Document Type Definition (DTD) or XML Schema Definition (XSD),
ensuring consistency and correctness in data representation. XML data is often processed
programmatically using techniques like the Document Object Model (DOM), enabling
applications to read and manipulate the data effectively. Furthermore, XML documents can be

styled and transformed into formats like HTML Sgng Extensible Stylesheet Language
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versatility and wide-ranging applications, XML serves as a cornerstone for data interchange and
web technologies.

7.5 Check your progress

1. What is the purpose of the XML declaration in an XML document? Provide an example.

2. What is the significance of the root element in an XML document? Can a document have
multiple root elements? Explain with a reason.

3. Explain the difference between elements and attributes in an XML document with
examples.

4. Write a simple XML document to represent information about two students, including

their name, age, and grade.
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5. How do comments improve an XML document? Write an example to include a comment
in XML.
What are the rules that must be followed to ensure an XML document is well-formed?
Describe the role of whitespace and indentation in XML documents. Why is it important?
What is the difference between a child element and an attribute? Which one is preferred
and why?

9. Analyze the following XML snippet and identify any errors:

<book id="001">

<title>Learning XML</title>
<author>John Smith</author>
<title>Advanced Concepts</title>

</book>

10. Create an XML document for a library containing three books. Include attributes like 'id'

and 'genre' and elements such as 'title', 'author', and 'year'.
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Unit 8: Web Servers

8.0 Introduction and Objective
The internet has become an integral part of our lives, serving as a vast platform for
communication, information, and business. At the heart of this network lies the web server, a
crucial component responsible for delivering content to users. Whether you are accessing a
website, downloading a file, or streaming a video, a web server handles the requests behind the
scenes.
This unit aims to provide a comprehensive understanding of web servers, including their
architecture, HTTP request types, and the distinction between client-side and server-side
scripting. By the end of this unit, you will be able to:

e Define the role and purpose of web servers.

e Describe HTTP request types and their functioning.

e Understand the system architecture of web servers.

o Differentiate between client-side and server-side scripting.

e Access and interact with web servers effectively.

8.1 Web Server, HTTP Request Types, and System Architecture
Web servers play an indispensable role in delivering content over the internet. To fully
understand their functionality, it is important to explore their definition, the types of HTTP
requests they process, and their underlying architecture. This section provides a detailed look
into web servers operate, how t%y handle different types of requests, and how they are
architected to deliver reliable and efficient service.
Web Server: Definition and Role
A web server is a software or hardware system designed to store, process, and deliver web
content to users over the Hypertext Transfer Protocol (HTTP) or its secure counterpart
HTTPS. Web servers act as intermediaries between clients (typically web browsers or
applications) and the server-side resources that clients request.
Primary Roles of a Web Server
1. Content Delivery: Serves static files (like HTML, CSS, and JavaScript) or dynamic
content generated by server-side scripts.
2. Request Handling: Processes incoming client requests using HTTP/HTTPS protocols
and returns appropriate responses.
Security Management: Implements SSL/TLS protocols for encrypted communication.
4. Load Management: Balances traffic between multiple servers to ensure stability during

high demand.
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5.

Logging and Analytics: Keeps records of user requests, errors, and access logs for

analysis and troubleshooting.

Example Scenario:

When a user types www.example.com in their browser:

The browser sends a GET request to the web server.
The server retrieves the file index.html from its storage ﬂi sends it back to the browser.
If the content involves dynamic elements (e.g., fetching user-specific data from a

database), the server processes the request and generates a customized response.

HTTP Request Types

The Hypertext Transfer Protocol (HTTP) defines a standard for communication between

clients and servers. Each client request specifies an HTTP method, which tells the server what

kind of operation the client wants to perform. Understanding these request types is fundamental

to understanding web server behavior.

Common HTTP Request Types

1.

GET:
= Retrieves data or resources from the server.
= Commonly used to load web pages or fetch specific files.
= Example: Accessing www.example.com/home.
POST:
= Sends data to the server to create or update a resource.
= Often used for form submissions or API calls.
= Example: Submitting a registration form.
PUT:
= Updates an existing resource or creates a new one if it does not exist.
= Example: Uploading a new file or updating user profile information.
DELETE:
= Removes a specified resource from the server.
= Example: Deleting a file or an account.
HEAD:
= Retrieves the headers of a resource without fetching the actual content.
= Example: Checking whether a file exists on the server.
OPTIONS:
= Returns the HTTP methods supported by the server for a specific resource.
= Example: Discovering whether a server supports GET and POST.
PATCH:

= Modifies part of an existing resource.
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= Example: Updating only the email field of a user profile.
HTTP Request Workflow
1. Client Sends Request: The user’s browser sends an HTTP request to the web server.
2. Server Processes Request: The web server interprets the HTTP method, URL, and
headers.
3. Response Delivery: The server sends back an HTTP response containing the requested
data or an error code (e.g., 404 Not Found).
Example Workflow:
When you log in to a website:
e A POST request is sent with your username and password to the server.
e The server verifies the credentials and sends a response, either granting access or
returning an error message.
System Architecture of a Web Server
Web servers are built with modular architectures to ensure they can handle multiple tasks,
manage high volumes of traffic, and operate efficiently. A typical web server consists of several
interconnected components working together.
Key Components of Web Server Architecture
1. HTTP Listener:
= Continuously listens for incoming client requests on a specified port (e.g., port 80
for HTTP or port 443 for HTTPS).
= Acts as the first point of contact between the client and server.
2. Request Dispatcher:
= Directs incoming requests to the appropriate handler based on the URL path or
request type.
= Example: Requests for static files are sent to the static content handler, while
dynamic requests are routed to a script processor.
3. Static Content Handler:
= Serves static resources such as HTML files, images, CSS, and JavaScript.
= Optimized for speed as it does not require additional processing.
4. Dynamic Content Handler:
= Executes server-side scripts or applications to generate dynamic content.
= Example: A PHP or Python script that fetches user-specific data from a database.
5. Caching Mechanism:
= Stores frequently requested resources temporarily to reduce load times and server
processing.

= Example: Caching popular web pages to serve them quickly to users.
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6. Load Balancer:
= Distributes incoming traffic across multiple servers to ensure no single server is
overwhelmed.
= Example: E-commerce sites use load balancers during peak sales events.
7. Logging and Monitoring System:
= Records details of requests, errors, and server performance for analysis and
troubleshooting.
= Example: Apache logs track client IP addresses, request types, and response
times.
How Web Servers Work: A Step-by-Step Process
1. Receiving Requests:
A Vggb server listens for incoming requests on a specific port. For example, when a user
accesses http://example.com, the server listens for the request on port 80.
2. Processing Requests:
= If the request is for a static file (e.g., an image or CSS file), the server retrieves it
from the file system and sends it to the client.
= If the request involves dynamic content, the server passes the request to the
appropriate application or script for processing.
3. Generating Responses:
The server generates an HTTP response that includes:
o Status Code: Indicates the result of the request (e.g., 200 OK, 404 Not Found).
o Headers: Provide metadata about the response (e.g., content type, length).
o Body: Contains the requested resource or data.
4. Sending Responses:
The server sends the response back to the client over the established connection.
5. Logging and Closing Connection:
After the response is delivered, the server logs the transaction and closes the connection,
freeing resources for the next request.
Examples of Web Server Operations
1. Serving Static Content:
A user requests a CSS file (style.css) from the server.
= The server retrieves the file from storage and sends it directly to the client.
2. Handling Dynamic Content:
A user searches for a product on an e-commerce site.
= The server executes a script to query the database for matching products.

= It generates a custom HTML response containing the search results.
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3. Managing High Traffic:
During a live-stream event, a load balancer distributes requests across multiple servers to
prevent downtime.
Web servers form the backbone of web communication, efficiently processing millions of
requests every day. By understanding their architecture, HTTP request types, and operational
workflow, developers and administrators can optimize web applications for better performance
and scalability.
8.3 Client-Side vs. Server-Side Scripting; Accessing Web Servers
Web applications rely heavily on scripting to deliver interactive and dynamic experiences.
Depending on the location of execution, scripts can be categorized as client-side scripting or
server-side scripting. Understanding their roles is essential for web developers and architects
when designing responsive and efficient web applications.
Client-side scripting refers to scripts executed directly in the user's browser on their device.
This scripting type is primarily responsible for creating an interactive and engaging user
interface (UI).
Characteristics of Client-Side Scripting
1. Execution Location: Runs on the client’s machine (e.g., a browser).
2. Purpese: Focuses on enhancing user experience by handling UI tasks like animations,
real-time validations, and DOM manipulations.
3. Languages Used:
= HTML: Structures the content of web pages.
= CSS: Styles the content with colors, fonts, and layouts.
= JavaScript: Adds interactivity like form validation, animations, and dynamic
content loading.
4. Processing: Executes instantly in the browser without requiring server communication
(in most cases).
Advantages of Client-Side Scripting
e Reduced Server Load: By handling UI tasks locally, it offloads the server, improving
response times.
o Faster User Feedback: Actions like form validation or Ul updates occur instantly
without waiting for server responses.
o Interactivity: Enables features such as sliders, modals, dropdowns, and responsive
designs.
Limitations of Client-Side Scripting
e Browser Dependency: Different browsers may interpret scripts differently, leading to

compatibility issues.
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Security Risks: Since scripts are visible in the browser, they can be altered or misused
by malicious users.
Device Constraints: Heavily scripted web pages may slow down older or less powerful

devices.

Example of Client-Side Scripting:

Imagine a web form requiring an email address.

Client-side validation using JavaScript checks if the input is in a valid email format
before allowing the form submission.
This saves time and resources by preventing unnecessary requests to the server if the

input is invalid.

Server-side scripting refers to code executed on the web server before the client receives the

response. It is responsible for generating dynamic content, interacting with databases, and

performing complex backend operations.

Characteristics of Server-Side Scripting

1.

Execution Location: Runs on the server, where the logic and database operations are
processed.
Purpose: Ensures secure handling of data and generates customized content for users
based on their input or preferences.
Languages Used:
= PHP: Widely used for server-side scripting with seamless integration into HTML.
= Python: Known for its simplicity and versatility, often used in frameworks like
Django or Flask.
= ASP.NET: A framework for building dynamic web pages using C# or VB.NET.

= Node.js: A JavaScript runtime for server-side scripting.

4. Processing: Typically involves querying a database, executing server logic, and sending

the result t‘@p‘fhe client in the form of HTML or JSON.

Advantages of Server-Side Scripting

Secure Processing: Sensitive tasks, such as authentication and payment processing, are
handled on the server, away from the user's access.

Database Interaction: Seamlessly retrieves, processes, and updates data stored in
databases.

Cross-Browser Compatibility: Outputs are standardized HTML, which all browsers can

interpret consistently.

Limitations of Server-Side Scripting

Increased Server Load: The server handles all processing tasks, leading to potential

delays during high traffic.
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e Latency: Every request requires communication with the server, which can slow down
the user experience compared to client-side scripting.
Example of Server-Side Scripting:
A user logs in to an e-commerce website:
e Server-side code in PHP checks the username and password against the database.
e Ifthe credentials match, the server generates a personalized home page, displaying the

user’s name and order history.

Comparison of Client-Side and Server-Side Scripting

Aspect Client-Side Scripting Server-Side Scripting
Execution )
Runs in the browser. Runs on the web server.
Location
Processing Power Utilizes the client’s resources. Utilizes the server’s resources.
) o Processes business logic and dynamic
Purpose Enhances Ul interactivity.
content.

Vulnerable, as the code is visible to o

Security More secure, as the code is hidden.
the user.

Examples JavaScript, HTML, CSS. PHP, Python, Node.js, ASP.NET.

Accessing Web Servers
To interact with a web server, a client (e.g., browser) sends a request, and the server processes it
before sending back the required response. This communication involves several steps and
protocols.
Steps to Access a Web Server
1. Browser Request: The client enters a URL or clicks a link.
2. DNS Resolution: The domain name is translated into the corresponding IP address using
a Domain Name System (DNS).
3. TCP Connection: A Transmission Control Protocol (TCP) connection is established
between the client and server over port 80 (HTTP) or 443 (HTTPS).
4. HTTP Request: The browser sends 91 HTTP request (e.g., GET or POST) to the server.
Server Response: The server processes the request and sends the content (e.g., HTML,
JSON) back to the client.
6. Content Rendering: The browser renders the response into a user-friendly interface.
Practical Tools for Accessing Web Servers

e cURL: A command-line tool for sending HTTP requests and viewing server responses.
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o Example: curl -1 www.example.com retrieves the HTTP headers of a URL.
e Postman: A GUI-based API @ing tool that allows you to craft, send, and analyze
HTTP requests.
o Example: Sending QPOST request to a web server to test API functionality.
e SSH (Secure Shell): Provides remote access to a server for administrative purposes.
o Example: Securely uploading or configuring server files.
Real-World Example of Server Access
Consider accessing an online banking website:
o The user’s browser sends a GET request to retrieve the login page.
e After entering credentials, a POST request is sent, and the server validates the data
against its database.
e If successful, the server sends a customized dashboard back to the browser.
Conclusion
Client-side and server-side scripting @y distinct but complementary roles in web application
development. While client-side scripting ensures responsive and visually appealing interfaces,
server-side scripting handles secure, dynamic, and backend operations. Together, they create
seamless user experiences, powered by efficient communication between clients and web
servers.
8.3 Unit Summary
In this unit, we explored the concept of web servers and their role in the client-server
communication model. We examined various HTTP request types, the architectural components
of web servers, and the difference between client-side and server-side scripting. Additionally, we
discussed the process of accessing web servers and the tools commonly used for testing and
management.
Key takeaways:
e A web server is essential for hosting and delivering web content.
e HTTP request types define the nature of communication between clients and servers.
e Client-side scripting focuses on the user interface, while server-side scripting handles
backend processes.
e Tools like cURL and Postman facilitate interaction with web servers.
8.5 Check Your Progress
Answer the following questions to assess your understanding of this unit:
1. Define a web server and explain its primary functions.
2. What are the common HTTP request types? Give an example for each.

3. Describe the architecture of a typical web server.
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4. Explain the difference between client-side scripting and server-side scripting with
examples.

5. List the advantages and limitations of client-side scripting.

6. Why is server-side scripting essential for dynamic web applications?

7. What is the role of DNS in accessing web servers?

8. Discuss the purpose of the caching mechanism in web servers.

9. How does the HTTP protocol enable communication &tween a client and a server?

10. Name and describe two tools used for testing and accessing web servers.
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Unit 9: Databases

9.0 Introduction and Objectives
Databases are essential tools for managing and organizing large amounts of structured data. They
play a critical role in applications across industries, such as web development, business analytics,
and software systems. The use of Relational Databases and Structured Query Language (SQL)
has standardized how data is stored, accessed, and manipulated. In this unit, we focus on SQL,
MySQL, and the Database Interface (DBI) for integrating databases with web servers, enabling
efficient data management for dynamic web applications.
By the end of this unit, learners will be able to:

e Understand the concept of databases and their importance in data management.

¢ Explore the fundamentals of SQL and how it is used for querying and managing data.

e Learn about MySQL, a popular relational database management system.

e Understand DBI (Database Interface) for database communication in programming

environments.
e Analyze the methods for integrating databases with web servers for building dynamic

websites.

9.1 Introduction to SQL, MySQL, and DBI
Structured Query Language (SQL)
SQL is @ standard language for interacting with relational gabases. It allows users to create,
query, and manipulate data. SQL is supported by most database management systems (DBMS)
and follows a set of commands grouped into categories:
e Data Definition Language (DDL): Used to define the structure of the database. Examples
include CREATE, ALTER, and DROP.
e Data Manipulation Language (DML): Used to interact with data. Examples include
SELECT, INSERT, UPDATE, and DELETE.
e Data Control Language (DCL): Manages permissions in the database. Examples include
GRANT and REVOKE.
e Transaction Control Language (TCL): Manages transactions. Examples include
COMMIT and ROLLBACK.
Example SQL Query:
-- Creating a table
CREATE TABLE students (
id INT PRIMARY KEY,
name VARCHAR(50),

[55]




age INT,
grade VARCHARC(S)
);
-- Inserting data
INSERT INTO students (id, name, age, grade) VALUES (1, 'John Doe', 20, 'A’);
-- Querying data
SELECT * FROM students WHERE grade ='A";
MySQL
MySQL is an open-source, relational database management system (RDBMS) that uses SQL as
its query language. ms known for its speed, reliability, and ease of use. MySQL is widely used
in web-based applications and supports large-scale databases.
Key Features of MySQL:
1. Open Source: Free to use and customize.
2. Cross-Platform: Runs on Windows, Linux, and macOS.
3. Client-Server Architecture: Supports multiple client connections.
4. Scalability: Suitable for small applications as well as large enterprise systems.
MySQL Example:
-- Creating a MySQL table
CREATE TABLE employees (
emp_id INT AUTO INCREMENT PRIMARY KEY,
name VARCHAR(100),
position VARCHAR(50)

);

-- Adding data
INSERT INTO employees (name, position) VALUES ('Alice’, '"Manager");
-- Retrieving data
SELECT * FROM employees;
Database Interface (DBI)
The DBI (Database Interface) is a standardized programming interface for databases in
languages such as R and Perl. It provides 9 abstraction layer that allows developers to interact
with multiple types of databases without changing their code significantly.
e DBI connects programming languages to databases through a set of common methods.
e It supports multiple operations, including querying, inserting, and updating data.
Example: R Code Using DBI to Access MySQL
library(DBI)
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# Connect to MySQL database

con <- dbConnect(RMySQL::MySQL(),
dbname = "company_db",
host = "localhost",

user = "root",

password = "password")

# Query data
result <- dbGetQuery(con, "SELECT * FROM employees")
print(result)

# Disconnect
dbDisconnect(con)
9.2 Integration of Databases with Web Servers
Why Integrate Databases with Web Servers?
Web servers enable dynamic websites that rely on data stored in databases. By integrating a
database with a web server, we can:
e Store and retrieve data dynamically (e.g., user profiles, product information).
¢ Enable user interactivity, such as search, form submissions, and data updates.

e Ensure data persistence across sessions.

Steps to Integrate Databases with Web Servers
1. Database Setup:
o Install and configure a relational database (e.g., MySQL).
o Create tables and define relationships for data storage.
2. Server-Side Scripting:
o Use server-side programming languages such as PHP, Python, or Node.js to
connect to the database.
o Use libraries or frameworks to send queries to the database and handle responses.
3. Database Connectivity:
o Establish a connection to the database using appropriate drivers or connectors.
4. Rendering Data on Web Pages:
o Retrieve database content and embed it in dynamic HTML using scripting

languages.

Example: Integrating MySQL with PHP
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HTML Form (Frontend):

<form method="POST" action="process.php">
Name: <input type="text" name="name">
Position: <input type="text" name="position">
<input type="submit" value="Submit">

</form>

PHP Script (Backend):

<?php

// Connect to MySQL database

$conn = new mysqli("localhost", "root", "password", "company_ db");

// Check connection
if ($conn->connect_error) {

die("Connection failed: " . $conn->connect_error);

// Insert form data into the database

if ($_SERVER["REQUEST METHOD"]=="POST") {
$name = $ POST["name"];
$position =$ POST["position"];

$sql = "INSERT INTO employees (name, position) VALUES ('$name’', '$position')";
if ($conn->query($sql) === TRUE) {

echo "New record created successfully!";
} else {

echo "Error: " . $sql . "<br>" . $conn->error;

$conn->close();

77>

9.3 Unit Summary
In this unit, we explored the fundamental concepts of databases, including SQL, MySQL, and
DBI. We @med how to query, manage, and interact with relational databases using SQL

commands. MySQL, as a powerful and widely-used database system, was introduced along with
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examples. The unit also covered the integration of databases with web servers, demonstrating

how dynamic data can be managed using server-side scripts like PHP. This knowledge is

essential for building data-driven web applications and understanding database operations in

real-world systems.

9.4 Check Your Progress

1.
2.

e S A

What is SQL, and why is it used in databases?

Explain the difference between DDL, DML, and DCL commands in SQL. Provide
examples.

What are the key features of MySQL that make it a popular database management
system?

Write a SQL query to create a table named students with columns: id, name, and grade.
Describe the role of the Database Interface (DBI) in programming. Give an example.
How do web servers interact with databases to create dynamic websites?

Write an example code to connect a MySQL database to a PHP script.

Explain the process of querying data using MySQL with an appropriate example.

What is the purpose of server-side scripting in database integration? Mention two

scripting languages used.

10. Discuss the advantages of integrating databases with web servers.
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Unit 10: Client and Server-Side Scripting

10.0 Introduction and Objective
Client-side and server-side scripting are fundamental components of modern web development.
Client-side scripting is executed on the user’s device (typically a browser), while server-side
scripting is executed on the web server. Both types of scripting allow developers to create
dynamic and interactive web applications, each having its distinct purpose.
e Client-side scripting enables developers to enhance user experience by creating
interactive elements such as form validations, animations, and dynamic content loading.
The most common client-side scripting language is JavaScript.
¢ Server-side scripting allows interaction with databases, file systems, and other back-end
services. This type of scripting typically involves languages such as PHP, ASP.NET,
Node.js, and others.
This unit aims to:
e Understand the difference between client-side and server-side scripting.
e Learn JavaScript basics including variables, operators, control structures, functions, and
arrays.
o Explore jQuery and its integration with JavaScript for web interactions.
e Learn how ASP.NET functions on the server-side to process requests and serve dynamic
content.
10.1 JavaScript Basics: Operators, Data Types, Control Structures
JavaScript is a high-level, interpreted scripting language that enables developers to create
dynamic and interactive content on the web. It can run directly in the browser, making it an
essential part of client-side scripting.
Operators in @vaScript
Operators are symbols that perform operations on variables or values. J@ere are several types of
operators in JavaScript:
1. Arithmetic Operators: Used to perform basic arithmetic operations.
= + (addition)
= - (subtraction)
= ¥ (multiplication)
= /(division)
= % (modulo, returns the remainder of a division)
Example:
letsum=10+5;//15
let difference =10 -5;// 5
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2. Comparison Operators: Used to compare two values.

= == (equal to)
= === (strict equal to, compares both value and type)
= !=(not equal to)

= > (greater than)

< (less than)

Example:
leta=1>5;
letb=10;

console.log(a <b); // true

3. Logical Operators: Used to combine multiple conditions.

= && (AND)

= |I(OR)

= I (NOT)
Example:

let isAdult = true;
let isStudent = false;
console.log(isAdult && isStudent); // false
Data Types in JavaScript
g?/aScript supports various data types, which can be broadly classified into primitive and non-
primitive types.
1. Primitive Types:
= string: Represents a sequence of characters.
= number: Represents both integer and floating-point numbers.
= boolean: Represents either true or false.
= undefined: A variable that is declared but not assigned a value.
= null: Represents the absence of any value or object.
= symbol: Represents a unique identifier (introduced in ES6).
2. Non-Primitive Types:
= object: Represents collections of data and more complex entities.
Example:
let name = "John"; // string
let age = 30; // number
let isStudent = true; // boolean
Control Structures in JavaScript

Control structures allow the programmer to control the flow of the program.
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1. Conditional Statements (if, else, switch):
= if statement: Executes a block of code if a specified condition is true.
= else statement: Executes a block of code if the condition is false.
= switch statement: Compares a value with several options and executes the
corresponding block.
Example:
javascript
Copy code
let age = 20;
if (age >=18) {
console.log("Adult");
} else {
console.log("Minor");
}
2. Loops (for, while, do-while):
= for loop: Repeats a block of code a specified number of times.
= while loop: Repeats a block of code as long as a condition is true.
= do-while loop: Executes the code block once, and then checks the condition.
Example:
for (leti=0;1<5;i++) {
console.log(i);
}
10.2 Functions, Arrays, String Manipulation
Functions in JavaScript
A function is a block of code designed to perform a particular task, and it can be executed when
called. Functions help avoid repetition and improve code reusability.
Syntax of Functions:
function functionName(parameterl, parameter2) {
// Code to execute
return result;
}
Example:
function greet(name) {
return "Hello, " + name + "!";

¥
console.log(greet("Alice")); // Output: Hello, Alice!
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Arrays in JavaScript
An array is a special variable that can hold multiple values at once. JavaScript arrays are
ordered collections of data.
Array Syntax:
let fruits = ["apple", "banana", "cherry"];
e Accessing elements: fruits[0] returns "apple".
e Adding elements: fruits.push("orange") adds "orange" to the end of the array.
Example:
let numbers = [1, 2, 3, 4];
numbers.push(5); // Adds 5 to the array
console.log(numbers); // 1, 2, 3, 4, 5]
String Manipulation in JavaScript
JavaScript provides many methods for manipulating strings. Common string operations include:
1. Concatenation: Combining two or more strings using + or concat() method.
2. Length: Using .length to get the length of a string.
3. Substring: Using .substring() to extract part of a string.
Example:
let message = "Hello, world!";
let newMessage = message.substring(0, 5); // "Hello"
console.log(newMessage);
10.3 jQuery and ASP.NET: Integration and Functionality
jQuery and ASP.NET are powerful tools for web development that complement each other to
create dynamic and interactive web applications. While ASP.NET {@a server-side framework for
building web applications and APIs, jQuery is a lightweight JavaScript library that simplifies
client-side scripting. Together, they enable developers to deliver seamless user experiences by
combining server-side robustness with client-side interactivity.
jQuery is a popular JavaScript library designed to simplify HTML document traversal,
manipulation, event handling, and animation. It provides a straightforward API that works across
a variety of browsers, enabling developers to write less code and achieve more functionality.
e Key Features of jQuery:
= Simplifies DOM manipulation.
= Provides built-in methods for handling AJAX requests.
= Enhances browser compatibility.

= Includes powerful animation and effects capabilities.
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ASP.NET is a web framework developed by Microsoft for building dynamic web applications. It
allows developers to use server-side programming languages, such as C# or VB.NET, to manage
application logic, interact with databases, and generate HTML pages.
e Key Features of ASP.NET:
= Server-side processing ensures robust data handling.
= Provides built-in controls like GridView, DropDownlList, and TextBox.
= Integrated with .NET libraries for advanced functionality.

= Supports Model-View-Controller (MVC) architecture for structured development.

While ASP.NET provides robust server-side functionality, it lacks advanced client-side
interactivity without additional scripting. Integrating jQuery enhances the client-side experience
by:
e Improving Ul Interactions: jQuery can create dynamic effects (e.g., animations, modal
dialogs) that are hard to achieve with plain ASP.NET.
e Enabling Asynchronous Requests: Using jQuery AJAX, you can retrieve or send data
to the server without reloading the page.
e Enhancing Performance: By offloading tasks like validation and UI updates to the
client-side, you reduce server load.
« Simplifying Cross-Browser Development: jQuery handles browser inconsistencies,

making it easier to ensure compatibility.

Common Scenarios for Using jQuery with ASP.NET
A. AJAX Requests
jQuery's AJAX methods, such as .ajax(), .get(), and .post(), can call ASP.NET web services or
APIs to fetch or send data without a full page reload.
Example: Fetching data using jQuery AJAX in an ASP.NET web application:
$.ajax({
url: 'YHome/GetBooks', // ASP.NET Controller Method
type: 'GET',
success: function (data) {
// Process the returned data
console.log(data);
$('#bookList").html(data);
}s
error: function (error) {

console.error('Error fetching books:', error);
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}
1)
In this example:
e The url specifies the ASP.NET action method or API endpoint.
e Data returned from the server can be displayed dynamically on the webpage.
Server-Side ASP.NET Controller Example:
public IActionResult GetBooks()
{
var books = new List<string> { "Book A", "Book B", "Book C" };

return Json(books);

B. Form Validation
Client-side validation can improve user experience by providing instant feedback. jQuery makes
it easy to validate forms in combination with ASP.NET.
Example: Validating a login form:
$(document).ready(function () {
$('#loginForm").on('submit’, function (event) {
var username = $(‘#username').val();

var password = $('#password').val();

if (username ===" || password ===") {
alert('Both fields are required!');
event.preventDefault(); / Prevent form submission
¥
3
3
ASP.NET handles server-side validation, ensuring data integrity, while jQuery provides

immediate feedback to users, reducing the need for server requests.

C. Dynamic Content Loading
jQuery allows you to dynamically load content from the server and insert it into the webpage.
This is especially useful for applications with large datasets or paginated content.
Example: Loading paginated content in ASP.NET using jQuery:
$('#loadMoreButton').click(function () {

$.get('/Home/LoadMore', { page: currentPage }, function (data) {
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$(*#contentArea').append(data);
currentPage++;
1)

s
ASP.NET Server-Side Method:

public IActionResult LoadMore(int page)
{
var items = GetltemsForPage(page); // Fetch paginated data

return PartialView(" ItemsPartial”, items);

D. Enhancing ASP.NET Controls
jQuery can be used to enhance standard ASP.NET controls, such as GridView or DropDownL.ist,
to make them more interactive.
Example: Enhancing a DropDownList with jQuery:
$('#myDropdown').change(function () {
alert('"You selected: ' + $(this).val());
1)
ASP.NET can populate the dropdown dynamically, while jQuery adds event handling for client-

side interactions.

5. Practical Example: A jQuery-Enhanced ASP.NET Page
Consider an ASP.NET page for a library management system where users can search for books.
Here's how jQuery and ASP.NET can work together:
HTML with ASP.NET Controls:
<div>
<input type="text" id="searchBox" placeholder="Search for books..." />
<button id="searchButton">Search</button>
</div>
<div id="searchResults"></div>
jQuery Script:
$(‘#searchButton").click(function () {
var query = $('#searchBox').val();
if (query ===") {
alert('Please enter a search term.");

return;
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}

$.ajax({
url: '/Library/SearchBooks',
type: 'GET',
data: { query: query },
success: function (data) {

$('#searchResults").html(data);

5>
error: function () {

alert('An error occurred while searching.');

}
H;

H;
ASP.NET Controller Method:

public IActionResult SearchBooks(string query)

var books = _libraryService.SearchBooks(query);

return PartialView(" BookResults", books); // Return a partial view

6. Advantages of jQuery with ASP.NET

e Improved Responsiveness: AJAX calls make the application feel more interactive.

e Reduced Server Load: By validating and updating content on the client-side, fewer

requests are sent to the server.

e Enhanced User Experience: Animations and dynamic content make applications more

engaging.

e Seamless Integration: jQuery works well with ASP.NET MVC or Web Forms,

providing a unified development experience.

By integrating jQuery with ASP.NET, developers can leverage the strengths of both server-side
and client-side technologies. This combination enables the creation of highly responsive, feature-
rich web applications that offer an excellent user experience. Whether it’s for dynamic content

updates, client-side validation, or AJAX interactions, the synergy between jQuery and ASP.NET

is invaluable in modern web development.

10.4 Unit Summary

In this unit, you have learned:
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e The basic concepts of client-side and server-side scripting 9% how they contribute to
dynamic web applications.
e The core features of JavaScript, including operators, data types, control structures,
functions, arrays, and string manipulation.
e How jQuery enhances JavaScript with simpler DOM manipulation and event handling.
e The basics of ASP.NET for server-side programming, focusing on how it integrates with
C# to handle user interactions and process data on the server.
Understanding both client-side and server-side scripting allows you to develop more
sophisticated web applications with dynamic and interactive features.
10.5 Check Your Progress
1. What is the difference between client-side and server-side scripting?
2. Write a JavaScript function to check if a number is even or odd.
3. Explain the usage of push() and pop() methods in JavaScript arrays.
4. Describe the role of jQuery in enhancing JavaScript functionality. Give an example of
jQuery’s DOM manipulation.
5. Explain the basic structure of an ASP.NET web page. How do server-side scripts interact

with the client-side?
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Unit 11: Advanced Scripting Technologies

11.0 Introduction and Objectives
Advanced scripting technologies play a vital role in building dynamic, interactive, and scalable
web applications. As the web has evolved, so too have the tools and languages used to make
applications more efficient and user-friendly. This unit delves into three key technologies: Perl
and CGI, Java Server Pages (JSP), and Java Servlets. Each of these offers unique advantages
for handling server-side scripting, interacting with databases, and generating dynamic content for
web pages.
By the end of this unit, you will:
1. Understand the basics of Perl and CGI for web scripting.
2. Learn the structure and functionality of Java Server Pages (JSP), including standard
actions and directives.
Explore the architecture, lifecycle, and HTTP request handling process of Java Servlets.
4. Develop the ability to compare these technologies g‘d evaluate their suitability for

various applications.

11.1 @‘l and CGI (Common Gateway Interface)
Perl a high-level, interpreted programming language widely used for web development,
system administration, network programming, and more. Known for its flexibility and powerful
text-processing capabilities, Perl is often considered the "Swiss Army knife" of programming
languages. It excels in tasks that involve regular expressions, file manipulation, and integration
with databases and web servers. Perl has been especially popular for web development due to its
strong support for CGI (Common Gateway Interface), a standard for running server-side scripts
on web servers.
Key Features of Perl:
1. Flexibility: Perl's syntax is highly flexible, allowing developers to write code in multiple
styles (procedural, object-oriented, functional).
2. Text Manipulation: Perl is especially known for its powerful regular expressions, which
are used for pattern matching and text processing.
3. Cross-Platform: Perl is available @ various operating systems, including Linux,
macOS, and Windows.
4. Extensive Library: Perl has a comprehensive set of modules and libraries available
through CPAN (Comprehensive Perl Archive Network), which makes it easier to

integrate with databases, web servers, and other services.
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5. Interpreted Language: As an interpreted language, Perl code is executed directly by the

Perl interpreter without the need for a separate compilation step.

What is CGI (Common Gateway Interface)?
The Common Gateway Interface (CGI) is a standard protocol used for web servers to
communicate with external programs, such as Perl scripts, to generate dynamic content for web
pages. CGI allows web servers to execute scripts (written in various languages, including Perl)
and send their output to a client's web browser.
Before the advent of more modern web frameworks and technologies, CGI was widely used for
developing dynamic web applications. It works by receiving an HTTP request from the client
(usually through a form submission), executing a script on the server, and then returning the
results (often as HTML content) to the client.
Key Features of CGI:
1. Server-Side Execution: CGI scripts are executed on the server, and their output is sent
back to the client as part of the web page.
2. Interoperability: CGI scripts can be written in any programming language (like Perl,
Python, C, etc.), making it a versatile tool for web development.
3. Request/Response Model: CGI operates within the classic request/response model of
web servers. The client sends a request, the server executes the script, and the script

returns the response (often HTML).

CGI and Perl Integration

Perl is one of the most common languages used for writing CGI scripts, and the combination of
Perl and CGI is still widely employed in many legacy web applications. Here's how Perl and
CGI work together:

1. Client Request: The client sends an HTTP request to the web server (usually through a
form submission or direct URL request).

2. Web Server: The server checks if the requested URL corresponds to a CGI script. If so,
it passes the request to the script for processing.

3. CGI Script Execution: The CGI script (written in Perl) is executed on the server. The
script performs tasks like interacting with databases, validating form inputs, processing
business logic, and generating dynamic content (HTML, JSON, etc.).

4. Output Generation: The Perl CGI script generates output, usually in HTML format,
which is sent back to the server.

5. Client Response: The web server sends the generated HTML back to the client’s

browser, which renders the content for the user.

[70]




Example of a Simple Perl CGI Script: Here's a basic Perl CGI script that takes input from a
user and displays it:

#!/usr/bin/perl

# Set the content type for the response
print "Content-type: text/html\n\n";

# Print the HTML header
print "<html><head><title>Perl CGI Example</title></head><body>";

# Retrieve user input from the query string (GET method)
my $name = SENV{'QUERY_ STRING'}; # For simplicity, we assume the input is passed as

"name=John"

# Print the response
print "<h1>Hello, $name!</h1>";
print "</body></htmI>";
e How it works:
= The script receives the user input from the URL query string (e.g., 7name=John).
= It then prints an HTML page with the message "Hello, John!".
= This CGI script is executed on the server, and the response is sent back to the

user's browser.

How CGI Works in More Detail:
1. HTTP Request:
= When a user accesses a page or submits a form, the browser sends an HTTP
request to the web server. If the request is for a dynamic page, such as a Perl CGI
script, the server processes it accordingly.
2. Server-Side Script Execution:
= If the requested URL points to a Perl CGI script (often located in a cgi-bin
directory), the web server invokes the script.
= The server uses the CGI environment variables to pass information to the script,
such as the HTTP request method (GET or POST), the user's input data, and other
request headers.

3. Environment Variables:
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CGI provides a set of environment variables that store information about the
request. Some of the most commonly used variables include:
= QUERY_STRING: Contains the query parameters sent with the URL.
« REQUEST_METHOD: Indicates whether the request is a GET or POST
request.
= CONTENT _TYPE: The type of content being sent (e.g., application/x-
www-form-urlencoded for form submissions).

= PATH_INFO: Any extra path information passed with the URL.

Example of a CGI environment variable in Perl:

my $query_string = SENV{'QUERY_STRING'};

4. Generating Output:

The CGI script processes the input (from form fields, query parameters, etc.) and
performs any required tasks (such as querying a database, calculating values, or
generating content).

It then generates the output (often HTML) and sends it back to the browser using

the print function in Perl.

5. Sending Response to Client:

After the script has executed and generated the content, the server sends the
response back to the client (i.e., the web browser).
The browser then renders the content, which could include HTML, JavaScript, or

other data types.

CGI and Perl: Practical Use Cases

1. Form Handling:

CGI scripts are commonly used to process HTML form submissions. Perl’s built-
in support for CGI makes it simple to capture form input, validate data, and
generate dynamic responses.

For example, a Perl CGI script could validate user login credentials against a

database and return an appropriate response.

2. Database Interaction:

Perl can be used within CGI scripts to interact with databases such as MySQL or
PostgreSQL. This is useful for building data-driven applications like user
registration, content management systems (CMS), or product catalogs.

Example: A Perl CGI script could query a database to display a list of products or

process an order.

3. Dynamic Content Generation:
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= CGI scripts allow for generating dynamic content based on user input. For
instance, a Perl script could customize a webpage’s content based on the user’s

preferences or actions.

Advantages of Using Perl for CGI:
e Text Processing: Perl's text manipulation and regular expression capabilities gake it an
excellent choice for handling user input and generating dynamic content.
e Ease of Integration: Perl can be easily integrated with various databases, external
services, and APIs, allowing developers to build robust web applications.
e Legacy Systems: Perl and CGI remain widely used in many legacy systems, especially in

industries that have not fully migrated to newer web technologies.

Limitations of CGI with Perl:
1. Performance:
= CGI creates a new process for each request, which can be inefficient for high-
traffic websites. Each request requires starting a new Perl interpreter, which leads
to higher resource consumption and slower response times.
2. Scalability:
= CGl is not as scalable as modern server-side technologies like PHP, ASP.NET, or
Java servlets, which use persistent connections to handle multiple requests more
efficiently.
3. Concurrency:
= Since CGI runs a new process for each request, handling multiple concurrent

requests can be resource-intensive, especially under heavy load.

While Perl and CGI were once a popular choice for developing dynamic web applications,
modern technologies have largely replaced them due to scalability and performance limitations.
However, Perl’s flexibility, extensive libraries, and text-processing capabilities make it an
excellent choice for certain use cases, especially in legacy systems or when rapid prototyping is
needed.

CGl, although somewhat outdated, laid the foundation for the development of dynamic websites
and still provides valuable insight into how web servers and scripts interact. Today, Perl and CGI
are best suited for smaller, less resource-intensive applications, or for maintaining existing
systems built with these technologies.

11.2 JSP: Overview, Standard Actions, Directives
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JavaServer Pages (JSP) is a technology used for creating dynamic web pages. It allows for

embedding Java code directly into HTML pages, which makes it easier to create dynamic and

interactive content on web applications. JSP @a part of the Java EE (Enterprise Edition) suite

and works alongside Java Servlets. However, while servlets are used to handle the logic and flow

of a web application, JSP is primarily focused on presenting dynamic content to the user.

JSP files have the extension .jsp and are compiled into servlets by the web container (such as

Apache Tomcat) when they are first accessed.

Key Features of JSP:

1.

Separation of Concerns: JSP allows developers to separate the presentation (HTML)
and business logic (Java code), making it easier to maintain and update the application.
Tag Libraries: JSP supports custom tag libraries like JavaServer Pages Standard Tag
Library (JSTL), which provide reusable components for tasks such as iteration, condition
checking, and database operations.

Platform Independence: As with Java, JSP is platform-independent and can be run on

any web server that supports Java.

JSP Structure:

A typical JSP file contains HTML code interspersed with Java code and JSP tags. The structure

can include:

1.

Directives: Provide instructions to the JSP container (like specifying the page language,

import statements, etc.).

2. Declarations: Define Java variables or methods that are accessible throughout the JSP
page.

3. Expressions: Allow Java code to be evaluated and inserted directly into the output
stream of the page.

4. Scriptlets: Java code that is inserted into the page’s code to perform logic or handle
events.

5. Actions: Used to invoke special behavior like forwarding a request or including a file.

JSP Directives:

A directive in JSP is an instruction to the JSP container that influences the behavior of the entire

page. The most commonly used directives in JSP are:

1.

Page Directive:
= Specifies various settings for the JSP page, such as language, content type, error
pages, etc.
= The page directive is written as:

<%(@ page attribute="value" %>
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Example: Declaring the language and content type for the page:
<%(@ page language="java" contentType="text/html; charset=ISO-8859-1" %>
Common attributes of the page directive:
= language: Defines the programming language used (typically java).
= contentType: Specifies the content type and character encoding.
= import: Allows importing Java classes or packages.
Example:
<%(@ page import="java.util.*, javax.servlet.*" %>
Include Directive:
= The include directive allows you to include the content of another file during page
translation.
= This can be used to include reusable code or templates (such as headers, footers)
in multiple JSP pages.
Example:
<%(@ include file="header.jsp" %>
Taglib Directive:
= The taglib directive is used to import custom tag libraries in a JSP page.
Example:
<% (@ taglib uri="http://java.sun.com/jsp/jstl/core" prefix="c" %>
Here, uri specifies the location of the tag library, and prefix is used to identify the custom

tags within the page.

JSP Standard Actions:

Standard Actions are predefined tags that are used to perform common tasks in JSP. These

tasks include forwarding requests, including files, and dynamically creating content. Some of the

most commonly used JSP standard actions are:

1.

2.

isp:include:
= This action includes another resource (such as a file, another JSP page, or an

HTML page) within the current page at request time.
= The included resource can be dynamic (e.g., another JSP page) or static (e.g., an
HTML file).
Example:
<jsp:include page="header.jsp" />
This will include the content of header.jsp at the location of the tag within the current
page.
jsp:forward:
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3.

4.

= The forward action forwards the request to another page or servlet, allowing for
resource redirection on the server side.
<jsp:forward page="success.jsp" />

This forwards the request to success.jsp for further processing.

jsp:param:
= The param action is used to send parameters to other pages or servlets when using

jsp:forward or jsp:include. These parameters can then be accessed by the target
resource.

Example:

<jsp:forward page="nextPage.jsp'">

<jsp:param name="userld" value="12345" />
</jsp:forward>
jsp:useBean:
= The useBean action is used to create and access JavaBean objects in the JSP page.

It allows you to define a bean, instantiate it, and associate it with a specified scope
(like page, session, or application).

Example:

—n

com.example.Student" scope="session" />

:"

<jsp:useBean id="student" class

jsp:setProperty:

o This action is used to set a property of a bean. It @)ften used in conjunction with
the useBean action.
Example:

—n

<jsp:setProperty name="student" property="name" value="John Doe" />

isp:getProperty:

o The getProperty action retrieves the value of a property from a bean and displays
it in the JSP page.
Example:
<jsp:getProperty name="student" property="name" />

This will display the value of the name property of the student bean.

JSP Scriptlets and Expressions:

1.

Scriptlets:
= Scriptlets allow you to write Java code inside the JSP file. These are enclosed
within <% and %>.
= Scriptlets are typically used for logic like loops, conditionals, or initializing

variables.
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Example:
<%

String name = "John";

int age = 25;
%>
Expressions:

= Expressions allow you to embed Java code that evaluates to a value and
automatically sends it to the output stream (usually the browser). They are
enclosed within <%= and %>.
Example:
<%= "Hello, " + name + ". You are " + age + " years old." %>

This will output: Hello, John. You are 25 years old.

Advantages of JSP:

Ease of Use: JSP allows you to embed Java directly into HTML, making it easy to create
dynamic content. It’s simpler than using pure Servlets for generating HTML.
Reusability: Through the use of tag libraries, custom tags, and the inclusion mechanism,
JSP promotes code reuse.

Maintainability: With JSP, the separation between business logic (Java) and
presentation logic (HTML) is more distinct, making the code easier to maintain.
Integration with Java Beans: JSP allows easy integration with JavaBeans, which are

used to handle data, business logic, and complex operations.

The JSP request-response cycle is quite similar to the Servlet cycle, with some distinctions in

handling the view layer:

1.

Client Request

The client (browser) sends an HTTP request to the server.

Web Server

The web server forwards the request to the JSP container.

JSP Container

The JSP container compiles the JSP file into a servlet (if not already compiled) and
processes the dynamic content.

JSP Page Execution

The JSP page generates dynamic content, processes Java code, and produces the

response.
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5. Client Receives Response
The client (browser) displays the content sent by the JSP.
JavaServer Pages (JSP) provide a powerful and efficient way to create dynamic, data-driven web
applications. By combining Java with HTML, JSP simplifies the development process, especially
for applications with complex user interfaces. It promotes the separation of business logic from

presentation logic, ensuring better maintainability and flexibility in web applications.

11.3 Java Servlets: Architecture, Lifecycle, and Handling HTTP Requests
A Java Servlet is a Java-based server-side technology used to handle client requests (typically
HTTP requests) and generate dynamic web content. It operates in a Servlet Container (part of a
web server like Apache Tomcat or Jetty) and allows Java applications to respond to user
requests. Servlets z@é commonly used for tasks such as processing form data, interacting with
databases, managing sessions, and rendering dynamic content.
Key Features of Servlets:
¢ Platform Independence: Java Servlets are platform-independent, as they are based on
Java.
o Efficiency: Servlets are more efficient than CGI (Common Gateway Interface) because
they are executed in-memory, which results in faster performance.
e Multithreading: Servlets handle multiple client requests simultaneously by utilizing

threads, making them more scalable than older technologies like CGI.

Servlet Architecture:
A Servlet Architecture involves several components working together to process a client’s
request and send a response. The following is the flow of interaction:
1. Client (Browser):
The client (browser) sends an HTTP request to a server for a particular resource. This
could be a form submission, a page request, or data fetch.
2. Web Server:
The web server receives the HTTP request. If the request is for a resource managed by a
servlet, the server forwards the request to the servlet container.
3. Servlet Container (Servlet Engine):
The servlet container is part of a web server, such as Apache Tomcat, Jetty, or GlassFish.
It is responsible for managing the lifecycle of servlets and routing requests to the correct
servlet.
4. Servlet:

The servlet processes the request. It interacts with the server-side components (e.g.,
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databases, JavaBeans, other APIs) to generate dynamic content or perform backend
operations.

Response Generation:

The servlet generates an HTTP response, often containing HTML or other formats such
as JSON or XML. The response is sent back to the client’s browser.

Client (Browser) Receives Response:

The client’s browser renders the content received from the servlet as a webpage.

Servlet Lifecycle:

The lifecycle of a Java Servlet is managed by the servlet container, and it consists of several

phases that allow a servlet to initialize, handle requests, and eventually clean up resources. The

servlet lifecycle is as follows:

1.

Loading and Instantiating (init method):
= When a servlet is first requested, the servlet container loads the servlet class
and creates an instance of the servlet.
= The container calls the init() method to initialize the servlet. This method is
executed only once when the servlet is loaded into memory. The init() method
is where the servlet performs any setup tasks such as initializing database
connections or reading configuration parameters.
public void init() throws ServletException {
// Initialization code
}
Request Handling (service method):
= After the servlet is initialized, it is ready to handle client requests.
= Every time a client sends an HTTP request, the servlet container calls the
service() method, passing the HTTP request and response objects to it.
= The service() method determines the type of request (GET, POST, etc.) and
invokes the appropriate method (e.g., doGet(), doPost()).
= For each request, the servlet container creates a new thread to handle the
request, ensuring that multiple requests can be processed concurrently.
Example of a servlet handling a GET request:
public void doGet(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException {
response.setContentType("text/html");
PrintWriter out = response.getWriter();

out.println("<h1>Welcome to Java Servlets!</h1>");
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}
3. Handling HTTP Methods:

= Servlets can handle different HTTP methods like GET, POST, PUT,
DELETE, etc.

= The doGet() method is invoked for GET requests, which are typically used to
retrieve data.

= Similarly, the doPost() method is invoked for POST requests, which are used
to submit data to the server (e.g., from forms).

= Other HTTP methods, like doPut() and doDelete(), can be implemented in
servlets if needed.

4. Destroying the Servlet (destroy method):

=  When the servlet container determines that a servlet is no longer needed (such
as when the server is shutting down or the servlet is being removed), the
destroy() method is invoked.

= This is the last method called during the servlet’s lifecycle, and it is used for
resource cleanup, such as closing database connections or releasing other
resources.

public void destroy() {
// Cleanup code

}

Handling HTTP Requests in Java Servlets:

HTTP requests contain information such as:

e URL of the requested resource.
e Headers (e.g., content type, authorization).

e Parameters (e.g., form data, query strings).

Servlets interact with HTTP requests through the HttpServletRequest object, which provides

methods to:

¢ Retrieve request parameters (getParameter())
e Get headers (getHeader())
e Access the request URL (getRequestURL())

Similarly, servlets send responses to the client using the HttpServletResponse object, which

allows the servlet to:

e Set response headers (setHeader())
e Write content to the response stream (getWriter())

e Redirect the client to a different page (sendRedirect())

Example: Handling a POST Request in a Servlet
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public void doPost(HttpServletRequest request, HttpServletResponse response) throws
ServletException, IOException {

// Get data from form

String name = request.getParameter("name");

String email = request.getParameter("email");

// Process the data (e.g., save it to a database)

// Send response
response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.println("<h1>Form Submitted Successfully</h1>");
out.println("<p>Name: " + name + "</p>");
out.println("<p>Email: " + email + "</p>");
¥
In this example:
e The doPost() method processes a form submission.
e Data is retrieved using the getParameter() method.

e A simple HTML response is sent back to the client.

Advantages of Java Servlets:

e Efficiency: Unlike CGI scripts, which create a new process for each request, servlets are
managed by the servlet container and are executed in-memory, making them faster and
more efficient.

e Multithreading: Servlets are inherently multithreaded. Each request is handled by a
separate thread, allowing multiple clients to be served concurrently.

o Extensibility: Servlets can be extended by developers to handle custom HTTP methods,
interact with databases, manage sessions, and more.

e Robustness: Being built on Java, servlets benefit from the stability, security, and

exception handling features of the Java programming language.

Here is a simplified diagram of the servlet request-response cycle:
1. Client Request
The browser sends an HTTP request (e.g., a form submission or page request) to the web

SErver.

[81]




Web Server

The server forwards the request to the servlet container, which finds the appropriate
servlet.

Servlet Processing

The servlet container invokes the servlet, passing the request and response objects. The
servlet processes the request (e.g., retrieves form data, queries a database).

Response Generation

The servlet generates an HTTP response (e.g., HTML content, JSON data) and sends it
back to the client via the servlet container.

Client Receives Response

The browser renders the content as a webpage.

Java Servlets are an essential part of web development, providing a scalable, efficient, and robust

way to handle dynamic requests. They integrate well with other Java-based technologies, such as

JavaServer Pages (JSP), and are key components in the development of enterprise-level

applications. By understanding the servlet lifecycle, architecture, and HTTP request handling,

you will be well-equipped @mild dynamic, interactive web applications using servlets.

11.4 Unit Summary

In this unit, we explored advanced scripting technologies critical for dynamic web application

development:
1. Perl and CGI: Used for text processing and generating dynamic content through server-
side scripting.
2. JSP: Simplifies embedding Java code in HTML and supports a wide range of actions and
directives.
3. Java Servlets: Provide an efficient way to handle HTTP requests and integrate with Java

backend systems.

These technologies lay the foundation for creating scalable and interactive web applications.

11.5 Check Your Progress

1.

NS » ke w N

What is the purpose of the Common Gateway Interface (CGI)?
Explain how Perl is used in CGI scripts.

What are the categories of JSP directives? Provide examples.
Describe the lifecycle of a Java Servlet.

What are the advantages of JSP over CGI?

Write a simple Perl script to display a user’s input on a webpage.

How does the <jsp:useBean> tag work in JSP?
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8. What are the core methods of the Java Servlet lifecycle?
9. Compare JSP and Servlets in terms of scalability and maintainability.

10. Why is the doGet method used in a Java Servlet? Provide an example.
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Unit 12: Website Design Considerations

12.0 Introduction and Objective

In today’s digital era, websites play a crucial role in communication, commerce, and interaction.
Designing a website involves more than just aesthetics; it requires meticulous planning and
execution to ensure usability, accessibility, and compatibility. This unit introduces the key
considerations in website design, focusing on logical design strategies, flexible design

techniques, and the importance of validation and compatibility.

@ the end of this unit, students will:
o Understand the significance of logical design and its approaches.
e Learn the methods for creating reusable templates and design metaphors.
e Analyze the importance of browser compatibility and bandwidth considerations.
o Develop skills to validate website designs effectively.
12.1 Logical Design: Planning, Mapping, and the Top-down Approach
Logical design serves as the foundation for any website development process. It outlines the
structure, functionality, and flow of a website to ensure seamless user interaction and efficient
navigation. This process takes place before visual or physical design begins, providing a clear
roadmap for development.
1. Planning
Planning is the cornerstone of logical design. It involves understanding the website's purpose and
defining how it should function to meet user needs and business objectives.
Key Elements of Planning:
e Purpose Identification: Why is the website being created? Examples include an e-
commerce platform, informational site, or community forum.
e Target Audience Analysis: Who are the intended users? Consider factors like
demographics, technical proficiency, and preferences.
e Requirement Gathering: Identify essential features and functionalities, such as search
bars, user accounts, or content management systems.
e Resource Allocation: Define the budget, timelines, tools, and team roles for
development and maintenance.
Example: For a university website, planning would include features like:
e Admission details for prospective students.
e A student portal for enrolled students.
e Faculty profiles and research highlights.

e News and event updates.
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2. Mapping
Mapping involves creating a site map, a structured representation of the website's pages and their
interconnections. A well-designed site map (%ures that users can easily locate information and
that developers have a clear understanding of the website’s structure.
Steps to Create a Site Map:
o Identify Key Pages: Determine the primary sections, such as "Home," "About Us,"
"Services," and "Contact Us."
¢ Define Subsections: Break down each section into logical subsections. For instance,
“Services” may include “Consulting,” “Support,” and “Training.”
o Establish Navigation Paths: Ensure that users can move seamlessly between pages.
e Optimize for SEO: Use descriptive names for URLs and pages to improve visibility in
search engines.
Benefits of a Site Map:
e Helps in visualizing the user journey.
e Aids in identifying redundant or missing pages.
e Improves search engine indexing by providing a clear structure.
Example: For an e-commerce website, a site map might include:
e Home
= Featured Products
= Seasonal Offers
e Categories
= Electronics
= Fashion
= Home Appliances
e Cart
e User Account
= Order History

= Saved Items

3. Top-down Approach

The top-down approach in logical design breaks the website into smaller, manageable
components, starting from a broad view and progressively narrowing to detailed functionalities.
This ensures that the overall structure remains coherent as details are added.

Steps in the Top-down Approach:

1. Define the Primary Modules: Identify the main sections of the website.
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= Example: For a hospital website, primary modules could be "Appointments,"
"Departments," and "Contact."
2. Drill Down into Submodules: Break each section into finer components.
= Example: “Departments” could include “Cardiology,” “Orthopedics,” and
“Pediatrics.”
3. Detail Functionalities: Specify the functionalities within each submodule.
= Example: “Cardiology” might include information about doctors, treatments
offered, and consultation booking.
4. Iterate and Refine: Continuously test and update the design based on feedback or new
requirements.
Advantages of the Top-down Approach:
e Ensures all aspects of the design align with the overarching goals.
e Helps in identifying potential issues early in the design phase.
e Promotes modularity, making the website easier to maintain and expand.
Example: For a news website, the top-down approach might proceed as follows:
e Primary Sections: Home, News Categories, Opinion, Multimedia, Contact.
e Submodules:
= News Categories: Politics, Technology, Sports, Entertainment.
= Multimedia: Videos, Photo Galleries, Podcasts.
e Functionalities:
= Dynamic news feeds.
= Search and filter options.

= Subscription forms.

Interplay of Planning, Mapping, and Top-down Approach
These three components work together to form the logical backbone of website design.
1. Planning identifies what needs to be done.
2. Mapping organizes the structure visually and ensures user-friendly navigation.
3. Top-down Approach breaks the structure into manageable steps, ensuring every detail
fits into the bigger picture.
This systematic approach minimizes errors, ensures scalability, and provides a solid foundation

for physical design and development.

Why Logical Design is Critical
e Clarity and Direction: It provides a clear vision and reduces ambiguity during

development.
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e User-centric Design: Focuses on creating a positive user experience by preemptively
addressing user needs.
e Cost and Time Efficiency: Identifies potential issues early, reducing costly redesigns

later in the process.

12.2 Creating Templates and Flexible Design Metaphors
In website design, templates and flexible design metaphors are essential tools that ensure
consistency, efficiency, and adaptability. This section delves deeper into their significance,
construction, and practical implementation.
1. Templates
A template is a pre-designed layout or framework that serves as a blueprint for creating multiple
web pages with similar structure and design elements. Templates save time and maintain
consistency, particularly in large websites with numerous pages.
Characteristics of a Good Template:
1. Consistency: Ensures a uniform look and feel across all pages.
2. Reusability: Can be applied to various pages without significant modification.
3. Customizability: Allows for slight adjustments to meet specific page requirements.
4. Scalability: Supports the addition of new components or features without major redesign.
1.1 Components of a Template
1. Header:
= Contains the website logo, navigation menu, and often a search bar.
= Example: A news website's header may include a menu with categories like
“Politics,” “Sports,” and “Technology.”
2. Footer:
= Includes contact information, social media links, copyright notices, and
sometimes a sitemap.

i)

= Example: E-commerce websites often include “Privacy Policy” and “Terms &
Conditions” links in the footer.
3. Content Area:
= The central part of the page where the main content resides, such as text, images,
or videos.
= Example: A blog template might feature a two-column layout with the blog post
on one side and a sidebar with categories and recent posts on the other.

4. Sidebar:

= Optional but useful for additional navigation, advertisements, or widgets.
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= Example: An educational website could use a sidebar to display links to course
modules or related resources.
5. Placeholders for Dynamic Content:
= Allows dynamic elements like user-specific data, advertisements, or content feeds
to populate automatically.
= Example: An online store’s template might include placeholders for product
images, names, and prices.
1.2 Benefits of Templates
1. Time-Saving: Speeds up the development process by eliminating the need to design each
page from scratch.
2. Ease of Maintenance: A single change in the template propagates across all linked
pages.
3. Professional Appearance: Ensures a polished and cohesive design.
2. Flexible Design Metaphors
A design metaphor uses familiar concepts to help users understand and navigate a website.
Flexibility in design metaphors ensures that the website adapts seamlessly to various devices,
user preferences, and changing needs.
2.1 Key Aspects of Flexible Design
1. Responsive Design:
= Ensures the website adjusts to different screen sizes (desktops, tablets,
smartphones).
= Achieved using CSS techniques like media queries.
Example:
A responsive website for a restaurant might display a full navigation menu on a desktop
but switch to a collapsible menu icon (hamburger menu) on mobile devices.
2. Scalable Design:
= Allows easy addition of new features or content without breaking the existing
structure.
Example:
An NGO’s website initially showcasing five projects should allow room for adding new
projects or initiatives without requiring a complete overhaul.
3. Adaptive Design:
= Adjusts the layout based on user preferences, such as accessibility settings for
visually impaired users.
Example:

Providing high-contrast modes or larger font sizes for users with visual impairments.
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2.2 Common Design Metaphors
Design metaphors bridge the gap between functionality and user understanding by using familiar
concepts or icons.
1. Desktop Metaphor:
= Represents digital objects in a way that mimics physical objects.
= Example: A trash bin icon for deleting files or a folder icon for organizing
content.
2. Navigation Metaphors:
= Helps users understand the website’s structure through visual or interactive cues.
= Example: Breadcrumb navigation (e.g., Home > Products > Electronics) provides
a clear path of where the user is on the site.
3. Container Metaphor:
= Treats sections of a website as containers for specific types of content.
= Example: A shopping cart metaphor to collect items for purchase.
4. Interactive Metaphors:
= Engages users through animations or interactive elements that imitate real-world
interactions.

= Example: Drag-and-drop features for customizing dashboards or reordering lists.

3. Building Templates and Metaphors Together
Templates and flexible design metaphors work hand-in-hand. While templates provide the
structural framework, metaphors enhance usability and user engagement.
Example of Integration:
In an online education platform:
e The template might include a header with the logo and menu, a sidebar with course
categories, and a content area displaying course details.
e The metaphors could include:
o A progress bar to indicate course completion.
o An interactive notebook icon for accessing notes.

o A calendar metaphor for scheduling classes.

4. Challenges in Implementing Flexible Design Metaphors

1. Cross-Device Consistency:

Ensuring metaphors work equally well on desktops, tablets, and smartphones can be

challenging.
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2. Cultural Differences:
Metaphors may not be universally understood. For instance, a mailbox icon might
represent "email" in some cultures but be confusing in others.

3. Performance Impact:
Overloading a website with interactive or metaphorical elements may affect loading

speed and performance, particularly for users with limited bandwidth.

Best Practices for Using Templates and Metaphors
1. Keep It Simple:
Avoid cluttering templates with unnecessary elements.
2. Test Across Devices:
Ensure responsiveness and usability through rigorous testing.
3. Incorporate Feedback:
Gather user feedback to refine templates and metaphors for better engagement.
4. Prioritize Accessibility:
Use accessible design elements, such as alt text for images, ARIA labels, and keyboard-

friendly navigation.

12.3 Validation and Compatibility: Browser and Bandwidth Considerations
To ensure a website performs optimally, validation and compatibility checks are crucial.
1. Validation:
Validation ensures that a website conforms to web standards and functions as intended.
= HTML/CSS Validation: Using tools like the W3C wvalidator to check syntax
errors.
= Accessibility Validation: Ensuring the website is usable for individuals with
disabilities (e.g., alt tags for images, keyboard navigation).
= Form Validation: Checking user inputs to prevent errors or malicious entries.
Example:
A contact form may validate the email field to ensure proper format (e.g.,
name@example.com).
2. Browser Compatibility:
Different browsers render websites differently due to variations in their engines.
= Test the website on major @)wsers like Chrome, Firefox, Safari, and Edge.

= Use cross-browser testing tools like BrowserStack.
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Example:
A CSS property like “grid-gap” may work in modern browsers but not in older versions
of Internet Explorer.
3. Bandwidth Considerations:
Bandwidth affects loading speeds, especially for users with slow internet connections.
= Optimize images and multimedia for web use.
= Minimize HTTP requests by combining scripts and stylesheets.
= Use Content Delivery Networks (CDNs) for faster asset delivery.
Example:

Compressing a large image file from SMB to 200K B reduces loading time significantly.

12.4 Unit Summary

This unit covered the critical aspects of website design, emphasizing logical design, the use of
templates, and ensuring validation and compatibility. Logical design involves planning,
mapping, and the top-down approach to create a clear structure. Templates and flexible design
metaphors enhance usability and adaptability across devices. Finally, wvalidation and
compatibility checks ensure the website’s functionality across browsers and bandwidth

conditions. Mastery of these concepts is essential for creating efficient, user-friendly websites.

12.5 Check Your Progress

Answer the following questions to test your understanding of the unit:

Define logical design and explain its importance in website development.

What is the role of a site map in logical design? Provide an example.

Describe the top-down approach in website planning with a real-world example.
List the advantages of using templates in web design.

What are flexible design metaphors, and why are they important?

Explain the concept of responsive design with an example.

How does validation improve the quality of a website?

What steps can be taken to ensure browser compatibility?

A R AT o

Discuss the impact of bandwidth on website performance and list optimization
techniques.

10. Provide examples of tools used for validating HTML/CSS and testing browser
compatibility.
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Unit 13: Introduction to PHP

13.0 Introduction and Objective
PHP (Hypertext Preprocessor) is a widely-used, open-source server-side scripting language
designed for web development. It is embedded within HTML and is known for its simplicity,
flexibility, and ability to handle dynamic content. PHP is particularly favored for developing web
applications due to its integration with databases like MySQL and support for numerous web
protocols.
By the end of this unit, students will:
¢ Understand the basics of PHP, including its syntax and data types.
e Learn about control structures and how to use functions effectively in PHP.
o Explore string manipulation and array operations in PHP.
e Gain the ability to develop basic dynamic web applications using PHP.
13.1 Basics: Introduction and Data Types
PHP scripts are executed on the server, and the output is sent to the client’s browser as plain
HTML. Its versatility enables the creation of dynamic web pages, handling of forms, sessions,
and cookies, and interaction with databases.
Key Features of PHP:
e Open-source and free to use.
e Cross-platform compatibility (runs on Windows, Linux, macOS, etc.).
¢ Embeddable within HTML for seamless integration.
e Extensive library support for various functionalities like file handling, encryption, and
image processing.
Example:
<?php
echo "Welcome to PHP!"; // Outputs: Welcome to PHP!
7>
Data Types in PHP
Data types define the type of data a variable can hold. PHP supports several data types,
including:
1. String: A sequence of characters, enclosed in single or double quotes.
Example:
php
Copy code
$greeting = "Hello, World!";
echo $greeting; // Outputs: Hello, World!
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2. Integer: Non-decimal numbers.
Example:
$age = 25;
echo $age; // Outputs: 25
3. Float (Double): Numbers with decimal points.
Copy code
$price = 19.99;
echo $price; // Outputs: 19.99
4. Boolean: Represents true or false.
Example:
$isStudent = true;
echo $isStudent; // Outputs: 1 (true)
5. Array: Holds multiple values in one variable.
Example:
$fruits = array("Apple", "Banana", "Cherry");
echo $fruits[1]; // Outputs: Banana
6. Object: Represents instances of classes.
Example:
class Car {
public $color;
function __ construct($color) {

$this->color = $color;

¥
$carl = new Car("Red");

echo $carl->color; // Outputs: Red
7. NULL: Represents a variable with no value.
Example:
$var = NULL;
var_dump($var); // Outputs: NULL

13.2 Control Structures and Functions

Control Structures in PHP

Control structures in PHP allow developers to control the flow of a program based on certain
conditions or repeated actions. These structures include conditional statements and loops,

essential for implementing logic in web applications.
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1. Conditional Statements
Conditional statements execute code blocks depending on whether a condition evaluates to true
or false.
A. if Statement
The simplest form of a conditional statement in PHP.
e Syntax:
if (condition) {

// Code to execute if condition is true

}
e Example:
$age = 18;

if ($age >=18) {
echo "You are eligible to vote.";
}
// Output: You are eligible to vote.
B. if-else Statement
Adds an alternative code block to execute if the condition is false.
e Example:
$marks = 45;
if ($marks >= 50) {
echo "You passed.";
} else {
echo "You failed.";
}
// Output: You failed.
C. if-elseif-else Statement
Used for checking multiple conditions.
¢ Example:
$score = 85;
if ($score >=90) {
echo "Grade: A",
} elseif ($score >= 75) {
echo "Grade: B";
} else {
echo "Grade: C";
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// Output: Grade: B
D. switch Statement
Simplifies checking multiple conditions.
e Syntax:
switch (variable) {
case valuel:
// Code to execute if variable equals valuel
break;
case value2:
// Code to execute if variable equals value2
break;
default:
/I Code to execute if no case matches
}
e Example:
$day = "Monday";
switch ($day) {
case "Monday":
echo "Start of the week!";
break;
case "Friday":
echo "Weekend is near!";
break;
default:
echo "It's just another day.";
}
// Output: Start of the week!
2. Loops in PHP

Loops allow repeated execution of a block of code until a specific condition is met.

A. for Loop
Used when the number of iterations is known.

e Syntax:

for (initialization; condition; increment/decrement) {

// Code to execute

}

o« Example:
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for ($i=1; $i <=5; $i++) {

"nmn,

echo$i."";
}
// Output: 12345
B. while Loop
Executes a block of code as long as the condition is true.
e Syntax:
while (condition) {
// Code to execute
}
e Example:
$count = 1;
while ($count <= 3) {
echo $count . " ";
$count++;
}
// Output: 12 3
C. do-while Loop
Executes the code block at least once, then checks the condition.
e Syntax:
do {
// Code to execute
+ while (condition);
e Example:
$count = 1;
do {
echo $count . " ";
$count++;
+ while ($count <= 3);
// Output: 1 2 3
D. foreach Loop
Used specifically for iterating through arrays.
e Syntax:
foreach ($array as $value) {

// Code to execute

[97]




e Example:
$colors = ["Red", "Green", "Blue"];
foreach ($colors as $color) {

"namn,

echo $color . " ";
}
// Output: Red Green Blue
Functions in PHP
Functions are reusable blocks of code designed to perform specific tasks. They help reduce
redundancy, improve code readability, and allow modular programming.
1. Types of Functions
A. User-defined Functions
e Developers create these functions for specific purposes.
e Syntax:
function functionName(parameters) {
// Code to execute
return value; // Optional
}
e Example:
function greet($name) {

"'".
c o

return "Hello, " . $name .
}
echo greet("Alice");
// Output: Hello, Alice!
B. Built-in Functions
PHP offers many predefined functions for handling strings, arrays, and more.
e Example of a string function:
echo strlen("Hello, PHP!"); // Outputs: 10
e Example of an array function:
$fruits = ["Apple", "Banana"];
array_push($fruits, "Cherry");
print_r($fruits);
// Output: Array ( [0] => Apple [1] => Banana [2] => Cherry )

2. Function Parameters and Return Values
A. Passing Parameters

Parameters allow data to be passed to functions.
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e Example:
function add($a, $b) {
return $a + $b;
}
echo add(5, 10); / Output: 15
B. Default Parameters
Assign default values to parameters if none are provided.
e Example:
function greet($name = "Guest") {
return "Welcome, " . $name;
}
echo greet(); // Output: Welcome, Guest
C. Returning Values
A function can return a result using the return statement.
e Example:
function square($number) {
return $number * $number;

¥
echo square(4); // Output: 16

3. Variable Scope in Functions
A. Local Scope
Variables declared inside a function are not accessible outside it.
e Example:
function test() {
$localVar = "Local";
echo $localVar;
}
test(); // Output: Local
B. Global Scope
Global variables can be accessed anywhere using the global keyword.
e Example:
php
Copy code
$globalVar = "Global";
function display() {
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global $globalVar;
echo $globalVar;
}
display(); // Output: Global
C. Static Variables
Preserve variable values across function calls.
e Example:
function counter() {
static $count = 0;
$count++;

"nmn,

echo $count . " ";
}
counter(); // Output: 1
counter(); // Output: 2
This detailed overview of control structures and functions equips mdents with essential tools for

implementing dynamic, interactive, and efficient PHP scripts.

13.3 Strings and Arrays in PHP

In PHP, strings and arrays are fundamental data structures used in almost every web
application. Strings allow manipulation of text, while arrays help organize and manage
collections of data. Understanding these concepts is crucial for tasks like handling user input,

creating dynamic content, and managing datasets.

Strings in PHP
A string in PHP is a sequence of characters, such as letters, numbers, and symbols. PHP
provides various functions for string manipulation to meet diverse application requirements.
1. String Declaration
Strings can be declared using either single quotes ' or double quotes ":
e Single quotes ('): Used for simple strings without variable interpolation.
e Double quotes ("'): Allow interpolation (inserting variable values directly into strings).
Examples:
// Single-quoted string
$textl = 'Hello, PHP!";
echo $textl; / Output: Hello, PHP!

// Double-quoted string with variable interpolation
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$name = "Alice";
$text2 = "Hello, $name!";
echo $text2; // Output: Hello, Alice!
2. String Operations
A. Concatenation
Concatenate strings using the . operator:
$firstName = "John";
$lastName = "Doe";
$fullName = $firstName . " " . $lastName;
echo $fullName; // Output: John Doe
B. String Length
Use strlen() to determine the length of a string:
$message = "Hello, World!";
echo strlen($message); // Output: 13
C. Extracting Substrings
Use substr() to extract part of a string:
$text = "Welcome to PHP!";
echo substr($text, 11); // Output: PHP!
echo substr($text, 0, 7); // Output: Welcome
D. Converting Strings
o strtoupper(): Converts a string to uppercase.
e strtolower(): Converts a string to lowercase.
Examples:
echo strtoupper("php"); // Output: PHP
echo strtolower("PHP"); // Output: php
E. Finding Substrings
Use strpos() to find the position of a substring:
$sentence = "Learning PHP is fun!";
echo strpos($sentence, "PHP"); / Output: 9
Arrays in PHP
An array in PHP is a special variable capable of storing multiple values in a single entity. Arrays
are versatile and commonly used for managing collections of data like lists or tables.
1. Types of Arrays
A. Indexed Arrays
e Use numeric indices starting from 0.

e Ideal for ordered lists.
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Example:
$fruits = ["Apple", "Banana", "Cherry"];
echo $fruits[0]; // Output: Apple
$fruits[3] = "Orange"; // Add a new element
print_r($fruits);
// Output: Array ( [0] => Apple [1] => Banana [2] => Cherry [3] => Orange )
B. Associative Arrays
e Use named keys instead of numeric indices.
o Suitable for key-value pairs like user profiles.
Example:
$user = ["Name" => "Alice", "Age" => 25, "Country" => "USA"];
echo $user["Name"]; // Output: Alice
C. Multidimensional Arrays
e Arrays within arrays, allowing representation of complex structures like tables.
Example:
$matrix = [
["Alice", 25, "USA"],
["Bob", 30, "UK"],
["Charlie", 28, "India"]
I
echo $matrix[1][2]; // Output: UK

2. Array Functions

PHP provides built-in functions for array manipulation:
A. Adding Elements

Use array_push() to add elements to the end of an array:
$colors = ["Red", "Blue"];

array push($colors, "Green");

print_r($colors);

// Output: Array ( [0] => Red [1] => Blue [2] => Green )
B. Removing Elements

Use array_pop() to remove the last element of an array:
$fruits = ["Apple", "Banana", "Cherry"];

array pop($fruits);

print_r($fruits);

// Output: Array ( [0] => Apple [1] => Banana )

[102]




C. Counting Elements
Use count() to determine the number of elements in an array:
$numbers =1, 2, 3, 4, 5];
echo count($numbers); // Output: 5
D. Checking for an Element
Use in_array() to check if a value exists in an array:
php
Copy code
$items = ["Pen", "Pencil", "Eraser"];
echo in_array("Pencil", $items); / Output: 1 (true)
E. Sorting Arrays
e sort(): Sorts an array in ascending order.
e rsort(): Sorts an array in descending order.
Example:
$numbers = [4, 2, 8, 1];
sort($numbers);
print_r($numbers);

// Output: Array ([0]=>1[1]=>2[2]=>4[3]=>8)

3. Iterating Through Arrays

Use loops to traverse arrays:

A. for Loop (Indexed Arrays)

$names = ["Alice", "Bob", "Charlie"];
for ($i = 0; $i < count($names); $i++) {

nan,

echo $names[$i] . " ";
}
// Output: Alice Bob Charlie
B. foreach Loop (Indexed and Associative Arrays)
// Indexed Array
$colors = ["Red", "Green", "Blue"];
foreach ($colors as $color) {

"non,

echo $color . " ";

}
// Output: Red Green Blue

// Associative Array
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$user = ["Name" => "Alice", "Age" => 25];
foreach ($user as $key => $value) {

echo "S$key: $value\n";

}
// Output: Name: Alice
// Age: 25

This detailed understanding of strings and arrays in PHP equips students to handle text and
collections of data effectively, laying the foundation for dynamic web application development.
13.4 Unit Summary
PHP is a versatile and widely-used server-side scripting language designed to develop dynamic
and interactive web applications. It provides robust support for various data types, including
strings, arrays, and objects, enabling developers to handle diverse forms of data effectively.
PHP’s control structures, such as conditional statements and loops, allow programmers to
implement complex decision-making and iterative processes, enhancing the logic and efficiency
of applications. Functions in PHP, whether user-defined or built-in, promote code reusability and
modular design, simplifying development and maintenance. String manipulation is a crucial
aspect of PHP, offering powerful tools to process and transform textual data. Functions like
strlen(), substr(), and strtoupper() make it easier to analyze and modify strings, which is essential
for tasks like validating user inputs or creating personalized content. Similarly, PHP arrays,
available in indexed, associative, and multidimensional forms, provide flexible ways to organize
and retrieve data. Built-in array functions, such as array push(), sort(), and count(), make
working with collections straightforward and efficient. Mastery of string and array manipulation
is vital for creating dynamic content, such as database-driven pages or real-time user
interactions. Overall, PHP’s combination of simplicity, flexibility, and powerful features makes
it a cornerstone technology for modern web development, equipping developers with the tools
necessary to build robust, scalable, and interactive applications.
13.5 Check Your Progress

1. What is PHP, and why is it widely used?
Write the syntax of a basic PHP function.
How do you define an indexed array in PHP? Provide an example.
What is the difference between echo and print in PHP?
List three data types supported by PHP.
How does a switch statement work? Provide an example.
Write a PHP script to concatenate two strings.

What is the output of substr("Hello World", 6, 5)?

e e A o B

Explain the purpose of the foreach loop with an example.
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10. How do you declare and access an associative array in PHP?

Unit 14: PHP with Databases

14.0 Introduction and Objective
In modern web development, databases play a crucial role in storing, retrieving, and managing
data. PHP, being a server-side scripting language, provides seamless integration with databases,
enabling developers to create dynamic @b applications that interact with databases. ’%e most
common database used with PHP is MySQL, though PHP can also connect to other database
systems like PostgreSQL, SQLite, and Oracle.
The objective of this unit is to equip students with the skills to interact with databases using PHP.
This includes querying web databases, writing data to them, handling errors, debugging code,
and deploying database-driven applications. Mastering these skills is essential for creating
interactive, data-driven web applications.
By the end of this unit, @dents should be able to:

1. Understand how PHP interacts with databases.

2. Perform basic database operations (CRUD: Create, Read, Update, Delete).

3. Handle errors and exceptions effectively in PHP.

4. Implement debugging techniques to ensure the functionality of database applications.

5. Understand the deployment process for @b applications that interact with databases.
14.1 Querying Web Databases using PHP
Querying web databases is one of the fundamental tasks in web development. With PHP, you
can interact with a database by sending SQL queries to retrieve, modify, or manage the data
stored in a relational database like MySQL. The ability to execute queries from a PHP script
allows web developers to create dynamic, data-driven applications such as blogs, e-commerce
websites, and user authentication systems.
This section covers t%e process of querying databases using PHP, including establishing a
connection to the database, executing SQL queries, and processing the results.
1. Connecting to the Database
Before you can query a database, you must first establish a connection between your PHP script
and the database. There are two primary ways to connect to MySQL databases in PHP: MySQLi
(Improved) and PDO (PHP Data Objects). Both have their advantages, and the choice between
them depends on the project's requirements.
MySQLi
MySQLi is a relational database extension for PHP that provides an interface to interact with
MySQL databases. It supports both procedural and object-oriented programming styles.
Example: MySQLi (Procedural Style)
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<?php
// Establish connection to MySQL database

n.on

$conn = mysqli_connect("localhost", "username", "password", "database name");

// Check the connection
if (!$conn) {
die("Connection failed: " . mysqli_connect error());

}

echo "Connected successfully";
7>
In this example, we use mysqli_ connect () to create a connection to the MySQL database. The
connection parameters include the server address (localhost), the username, the password, and
the database name.
1.2 PDO (PHP Data Objects)
PDO is a more flexible approach to database interaction. It provides a consistent interface for
working with different database systems (MySQL, PostgreSQL, SQLite, etc.), making it a good
choice for cross-database compatibility.
Example: PDO
<?php
try {

$conn = new PDO("mysql:host=localhost;dbname=database name", "username",
"password");

$conn->setAttribute(PDO::ATTR_ ERRMODE, PDO::ERRMODE EXCEPTION); // Enable
error handling

echo "Connected successfully";
}
catch(PDOException $e) {

echo "Connection failed: " . $e->getMessage();
}
7>
With PDO, we establish a connection using the new PDO () constructor. This example also
includes a try-catch block to handle potential connection errors.
Executing SQL Queries
Once the connection is established, &u can query the database. The most common types of SQL
queries used in PHP are:

1. SELECT — Retrieve data from the database.
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2. INSERT — Add new data into the database.
3. UPDATE — Modify existing data.
4. DELETE — Remove data.

2.1 SELECT Query (Retrieving Data)

The SELECT statement is used to retrieve data from a database. With PHP, you can execute a

SELECT query and then process the results.
Example (MySQLi - Procedural)
$sql = "SELECT id, name, email FROM users";

$result = mysqli_query($conn, $sql);

if (mysqli_num_rows($result) > 0) {

// Output each row of data

while ($row = mysqli_fetch assoc($result)) {

}

echo "ID: " . $row["id"]. " - Name: " . $row["name"]. " - Email: " . $row["email"]. "<br>";

} else {

echo "0 results";

}

In this example:

We define the SQL query SELECT id, name, email FROM users, which retrieves data
from the users table.

mysqli_query($conn, $sql) sends the query to the database.

mysqli num_rows($result) checks if any rows were returned.
mysqli_fetch_assoc($result) fetches each row of data as an associative array, allowing us

to access the data by column names.

Example (PDO)
$sql = "SELECT id, name, email FROM users";

$stmt = $conn->prepare($sql);

$stmt->execute();

while ($row = $stmt->fetch(PDO::FETCH_ASSOC)) {

echo "ID: " . $row["id"]. " - Name: " . $row["name"]. " - Email: " . $row["email"]. "<br>";

}

In this example:

We prepare the SQL query using $conn->prepare(), which ensures that the query is safely

executed.

[107]




e The results are fetched using $stmt->fetch(PDO::FETCH_ASSOC), which returns each
row as an associative array.

INSERT Query (Adding Data)
The INSERT INTO query @ used to add new records into the database.
Example (MySQLi - Procedural)
$sql = "INSERT INTO users (name, email) VALUES ('John Doe', 'john@example.com')";
if (mysqli_query($conn, $sql)) {

echo "New record created successfully";
} else {

echo "Error: " . $sql . "<br>" . mysqli_error($conn);
}
This code inserts gnew record into the users table with a name of "John Doe" and an email of
"john@example.com". If the insertion is successful, it outputs a success message. Otherwise, it
outputs an error message.
Example (PDO)
$sql = "INSERT INTO users (name, email) VALUES (:name, :email)";
$stmt = $conn->prepare($sql);
$stmt->bindParam(':name', $name);

$stmt->bindParam(':email’, $email);

$name = 'John Doe';
$email = john@example.com';
$stmt->execute();
Here, we use prepared statements with placeholders (: name, :email) to insert data securely,
which helps prevent SQL injection attacks.
UPDATE Query (Modifying Data)
To modify existing records, use the UPDATE statement.
Example (MySQLi - Procedural)
$sql = "UPDATE users SET email = 'john.doe@newdomain.com' WHERE id = 1";
if (mysqli_query($conn, $sql)) {
echo "Record updated successfully";
} else {
echo "Error: " . $sql . "<br>" . mysqli_error($conn);
}
This query updates the email of the user with id 1 to john.doe@newdomain.com.

Example (PDO)
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$sql = "UPDATE users SET email = :email WHERE id = :id";
$stmt = $conn->prepare($sql);
$stmt->bindParam(':email', $email);
$stmt->bindParam(":id', $id);
$email = 'john.doe@newdomain.com';
$id=1;
$stmt->execute();
Here, prepared statements are used to securely update the record.
DELETE Query (Removing Data)
The DELETE statement is used to remove records from the database.
Example (MySQLi - Procedural)
$sql = "DELETE FROM users WHERE id = 1";
if (mysqli_query($conn, $sql)) {
echo "Record deleted successfully";
} else {
echo "Error: " . $sql . "<br>" . mysqli_error($conn);
}
This query deletes the user with id 1 from the users table.
Example (PDO)
$sql = "DELETE FROM users WHERE id = :id";
$stmt = $conn->prepare($sql);
$stmt->bindParam(':id', $id);

$id=1;
$stmt->execute();

3. Handling SQL Errors

Error handling is an important aspect of querying databases. PHP provides error reporting

mechanisms to ensure that errors are properly handled and displayed to the developer.

e MySQLi Error Handling: %u can check for errors by using mysqli_error() after

running a query.

e« PDO Error Handling: By setting the PDO::ATTR_ERRMODE attribute
PDO::ERRMODE_ EXCEPTION, errors are thrown as exceptions, making them easier to

catch and handle.
Example (MySQLi)
if (!$result) {

echo "Error: " . mysqli_error($conn);
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}
Example (PDO)
php
Copy code
try {

$stmt = $conn->prepare($sql);

$stmt->execute();
} catch (PDOException $e) {

echo "Error: " . $e->getMessage();
}
Querying databases with PHP is a fundamental skill in web development. Whether you're
retrieving data with SELECT queries, adding new records with INSERT, or modifying or
deleting data with UPDATE and DELETE queries, PHP offers powerful and flexible tools like
MySQLi and PDO to make these tasks efficient and secure. By mastering database querying in
PHP, you can build dynamic, data-driven web applications capable of handling a wide range of

user interactions.

14.2 Writing to Web Databases

Writing to web databases is a crucial part of dynamic web applications. It allows the creation,
modification, and deletion of data, enabling web applications to be interactive and data-driven. In
this section, we will discuss the process of inserting,“updating, and deleting data in web
databases using PHP. The main focus will be on SQL INSERT, UPDATE, and DELETE
statements and their implementation through PHP.

Inserting gata into a Database

The most basic way to write data to a database is by using the INSERT INTO SQL statement.
This allows new records to be added to a table.

SQL INSERT Syntax

INSERT INTO table name (columnl, column2, column3, ...)

VALUES (valuel, value2, value3, ...);

The INSERT INTO statement specifies the table and columns where data should be added, and the
vaLUES keyword indicates the data that should be inserted into each column.

Inserting Data using PHP (MySQLi)

Here’s a basic example of inserting data into a users table using MySQLi:

<?php

// Connect to the database

nn

$conn = mysqli_connect("localhost", "username", "password", "database name");
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if (!$conn) {

die("Connection failed: " . mysqli_connect error());

// Define the SQL query to insert data
$sql = "INSERT INTO users (name, email, age) VALUES ('John Doe', 'john@example.com’,
25)";

// Execute the query
if (mysqli_query($conn, $sql)) {
echo "New record created successfully";
} else ¢
echo "Error: " . $sql . "<br>" . mysqli_error($conn);
}
// Close the connection
mysqli_close($conn);
>
In this example:
¢ We first connect to the database using mysqli_connect().
e Then, we define an INSERT INTO SQL query that adds a new user’s data (name, email,
and age) into the users table.
e We use mysqli_query() to execute the query and check if the operation is successful.
¢ Finally, we close the connection using mysqli_close().
Inserting Data using PHP (PDO)
Using PDO for database interaction is more flexible, as it works with multiple database systems.
Below is an example using PDO:
<?php
try {
// Create a PDO instance
$conn = new PDO("mysql:host=localhost;dbname=database name", "username",

"password");

// Set PDO error mode to exception

$conn->setAttribute(PDO::ATTR_ ERRMODE, PDO::ERRMODE_ EXCEPTION);
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// Prepare the SQL query to insert data
$sql = "INSERT INTO users (name, email, age) VALUES (:name, :email, :age)";

// Prepare the statement

$stmt = $conn->prepare($sql);

// Bind the values to the query parameters
$stmt->bindParam(':name’', $name);
$stmt->bindParam(':email’, $email);

$stmt->bindParam(":age', $age);

// Assign values to the parameters
$name = "John Doe";
$email = "john@example.com";

$age =25;

// Execute the statement

$stmt->execute();

echo "New record created successfully";
}
catch(PDOException $¢) {

echo "Error: " . $e->getMessage();

$conn = null;
7>
In this PDO example:
e We create a new PDO instance to establish a connection to the database.
e We prepare the SQL query with placeholders (e.g., :name, :email, :age), which are then
bound to actual values using the bindParam() method.
e We execute the prepared statement with $stmt->execute(), which inserts the new user
record into the users table.
Updating Data in a Database
The UPDATE statement is used when you need to modify existing records in a table. For

example, if a user’s email address or age needs to be updated, the UPDATE query is used.
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SQL UPDATE Syntax

UPDATE table name

SET columnl #valuel, column2 = value2, ...

WHERE condition;
e SET defines the column(s) to update and their new value(s).
e WHERE specifies which rows to update based on a condition. Without the WHERE

clause, all rows would be updated.

Updating Data using PHP (MySQLi)

Here’s an example of updating a user’s email using MySQLi:

<?php

// Connect to the database

nn

$conn = mysqli_connect("localhost", "username", "password", "database name");

if (!$conn) {

die("Connection failed: " . mysqli_connect error());

// Define the SQL query to update data
$sql = "UPDATE users SET email = 'john.doe@newdomain.com' WHERE id = 1";

// Execute the query
if (mysqli_query($conn, $sql)) {

echo "Record updated successfully";
} else {

echo "Error: " . $sql . "<br>" . mysqli_error($conn);

// Close the connection
mysqli_close($conn);
7>
In this example:
e The UPDATE query changes the email column for the user with id 1.
¢ Weuse mysqli_query() to execute the update.
Updating Data using PHP (PDO)
The PDO method for updating data is similar to MySQLi but provides more flexibility:
<?php
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try {
// Create a PDO instance

$conn = new PDO("mysql:host=localhost;dbname=database name", "username",

"password");

// Set PDO error mode to exception

$conn->setAttribute(PDO::ATTR_ERRMODE, PDO::ERRMODE EXCEPTION);

// Prepare the SQL query to update data
$sql = "UPDATE users SET email = :email WHERE id = :id";

// Prepare the statement

$stmt = $conn->prepare($sql);

// Bind the values to the query parameters
$stmt->bindParam(':email', $email);

$stmt->bindParam(":id', $id);

// Assign values to the parameters
$email = "john.doe@newdomain.com";

$id=1;

// Execute the statement

$stmt->execute();

echo "Record updated successfully";

¥
catch(PDOException $e) {

echo "Error: " . $e->getMessage();

$conn = null;

7>

Here, the uPDATE query updates the email column for the user with id 1.
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Deleting Data from a Database
e DELETE statement is used to remove records from a table. Be cautious when using this
command, as it permanently deletes data from the database.
SQL DELETE Syntax
DELETE FROM table name WHERE condition;
e The WHERE clause specifies which gws should be deleted. Omitting it \@ll delete all
rows from the table.
Deleting Data using PHP (MySQLi)
Here’s Qexample of deleting a user’s record from the users table using MySQLi:
<?php
// Connect to the database

"non

$conn = mysqli_connect("localhost", "username", "password", "database name");

if (!$conn) {

die("Connection failed: " . mysqli_connect_error());

// Define the SQL query to delete data
$sql = "DELETE FROM users WHERE id = 1";

// Execute the query
if (mysqli_query($conn, $sql)) {

echo "Record deleted successfully";
} else {

echo "Error: " . $sql . "<br>" . mysqli_error($conn);

// Close the connection
mysqli_close($conn);
7>
This code deletes the record of the user with id 1 from the users table.
Deleting Data using PHP (PDO)
Here’s how to delete data using PDO:
<?php
try {
// Create a PDO instance
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"non

$conn = new PDO("mysql:host=localhost;dbname=database name", "username",

"password");

// Set PDO error mode to exception
$conn->setAttribute(PDO::ATTR_ ERRMODE, PDO::ERRMODE EXCEPTION);

// Prepare the SQL query to delete data
$sql = "DELETE FROM users WHERE id = :id";

// Prepare the statement

$stmt = $conn->prepare($sql);

// Bind the value to the query parameter
$stmt->bindParam(':id', $id);

// Assign value to the parameter

$id=1;

// Execute the statement

$stmt->execute();

echo "Record deleted successfully";
}
catch(PDOException $e) {

echo "Error: " . $e->getMessage();

$conn = null;

77>

In this example, we delete the user with id 1 from the users table.

Writing data to web databases is essential for developing dynamic web applications. Whether
inserting new records, updating existing ones, or deleting outdated data, PHP provides powerful
functions to interact with MySQL databases through MySQLi or PDO. By utilizing these
methods, @u can build applications that allow users é create, modify, and delete data efficiently

and securely.

14.3 Errors, Debugging, and Deployment
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Handling Errors in PHP
When working with databases in PHP, handling errors properly is essential for troubleshooting
and ensuring the security of the application. PHP provides several error-handling mechanisms
such as:
1. Error Reporting: Turn on error reporting to display all errors during development.
error_reporting(E_ALL);
ini_set('display_errors', 1);
2. Try-Catch Blocks: Use try-catch blocks to handle exceptions gracefully, especially with
PDO.
Example (PDO):
php
Copy code
try {
$conn = new PDO("mysql:host=localhost;dbname=mydatabase", "root", "");
$conn->setAttribute(PDO::ATTR_ ERRMODE, PDO::ERRMODE EXCEPTION);
} catch (PDOException $e) {
echo "Connection failed: " . $e->getMessage();
}
Debugging Techniques
PHP provides several tools to debug applications:
o var_dump(): Displays the structure and value of a variable.
e print_r(): Prints human-readable information about a variable.
e error_log(): Logs errors to a file or the server's log.
Example:
var_dump(S$result); // Displays detailed information about the variable $result.
Deployment of PHP Applications
Once the web application is developed, it needs to be deployed to a live server. Key steps in
deployment include:
é Setting up a production environment.
e Ensuring the PHP version and database configurations are correct.
e Migrating the database to the live environment.
e Setting appropriate permissions for files and directories.
e Configuring .htaccess or other security settings for the application.
14.4 Unit Summary
This unit focused on integrating PHP with databases, a critical skill for modern web

development. Students learned how to connect to databases, query data, and perform CRUD
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operations using MySQLi and PDO. The unit also covered error handling, debugging techniques,
and the deployment of PHP applications, which @ essential for building robust and reliable web
applications. Mastery of these topics ensures students can create dynamic, data-driven websites
capable of interacting with databases in real-time. Understanding these core concepts %pares
students for more advanced topics such as database optimization, security, and full-stack
development.
14.5 Check Your Progress
1. What is the role of PHP in web development when it comes to databases?

Describe how to connect to a MySQL database using PHP.

What is the difference between MySQLi and PDO for database interactions in PHP?

Write a SQL query using PHP to fetch all records from a table called products.

How do you securely insert user input into a database using PHP? Provide an example.
How would you update an existing record in a MySQL database using PHP?

Explain the role of prepared statements in preventing SQL injection.

2

3

4

5

6. What does the mysqli_fetch assoc() function do in PHP?

7

8

9. What is the significance of error reporting in PHP development?
1

0. Describe the key steps involved in deploying a PHP web application.
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Unit 15: Advanced PHP Techniques

15.0 Introduction and Objective

In this unit, we will explore advanced PHP techniques that help build robust, secure, and
efficient web applications. We will cover topics such as reporting, validation, and security.
These topics are crucial for developing ﬁ)lications that can handle complex business logic,
ensure data integrity, and protect against common security threats.

e Reporting in PHP: @é will explore how to generate reports dynamically, which is
essential for many business applications. These reports can be presented as HTML, PDF,
or Excel files.

e Validation Techniques in PHP: Validation ensures the accuracy and consistency of user
input. This section will highlight different validation methods to prevent errors and
security issues.

e Security and Deployment Best Practices: Security is a major concern for web
applications. This section will focus on techniques for safeguarding your PHP
applications, including proper encryption, data sanitization, and secure deployment
practices.

15.1 Reporting in PHP
Reporting is an essential feature for many applications, especially those related to data analysis,
analytics, and business intelligence. PHP provides several techniques and libraries to generate
reports dynamically, allowing users to download or view them on the web.
1.1 Generating Simple Reports with HTML and PHP
The simplest way to generate a report in PHP is by creating an HTML table. This method works
well when displaying data on the web page.
Example of a basic report:
<?php
// Sample data from a database or an array
$students = [
['John Doe', 'A'"],
['Jane Smith', 'B"],
["Tom Brown', 'C']
IR
// Generate an HTML table report

echo "<table border='1">

<tr>
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<th>Name</th>
<th>Grade</th>

</tr>";

foreach ($students as $student) {
echo "<tr>
<td>" . $student[0] . "</td>
<td>" . $student[1] . "</td>

</tr>";

echo "</table>";
7>

In this example:

e We create a simple HTML table to display student names and their grades.

e The data is iterated using a foreach loop, which outputs each student's details as a row in

the table.

1.2 Generating PDF Reports using FPDF Library

For more complex or formal reports, you can generate PDF files. PHP’s FPDF library is

commonly used for generating PDF reports.
Example of generating a PDF:

<?php

require('fpdf.php');

// Create PDF instance
$pdf = new FPDF();
$pdf->AddPage();

// Set title
$pdf->SetFont('Arial', 'B', 16);

$pdf->Cell(40, 10, 'Student Grades Report');

// Line break
$pdf->Ln(10);

// Set table headers

[120]




$pdf->SetFont('Arial', 'B', 12);
$pdf->Cell(60, 10, 'Name");
$pdf->Cell(40, 10, 'Grade");
$pdf->Ln();

// Set table content
$pdf->SetFont('Arial', ", 12);
$students = [

['John Doe', 'A'],

['Jane Smith', 'B'],

['Tom Brown', 'C']

1;

foreach ($students as $student) {
$pdf->Cell(60, 10, $student[0]);
$pdf->Cell(40, 10, $student[1]);
$pdf->Ln();

// Output the PDF to the browser
$pdf->Output();
7>
In this example:
e The FPDF library @JSCd to create a simple PDF with a table listing student names and
grades.
e The Output() function sends the generated PDF to the browser.
1.3 Generating Excel Reports using PHPExcel
For generating Excel reports, PHPEXxcel is a popular PHP library that can create Excel
spreadsheets (.xls and .xlIsx files).
Example using PHPExcel:
<?php
require_once 'PHPExcel.php';

// Create new Excel object

$objPHPExcel = new PHPExcel();
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// Set the active sheet
$objPHPExcel->setActiveSheetIndex(0);
$sheet = SobjPHPExcel->getActiveSheet();

// Set column headers
$sheet->setCellValue('Al', 'Name');
$sheet->setCellValue('B1', 'Grade');

// Fill data

$students = [
['John Doe', 'A'"],
['Jane Smith', 'B"],
['Tom Brown', 'C']

1;

$row = 2; // Start from second row

foreach ($students as $student) {
$sheet->setCellValue('A' . $row, $student[0]);
$sheet->setCellValue('B' . $row, $student[1]);

Srow++;

// Set headers to download the Excel file
header('Content-Type: application/vnd.ms-excel');
header('Content-Disposition: attachment;filename="StudentGrades.xIs"');

header('Cache-Control: max-age=0');

// Write the Excel file to the browser
$objWriter = PHPExcel IOFactory::createWriter($objPHPExcel, 'Excel5');
$objWriter->save('php://output’);
7>
In this example:
o PHPExcel @lsed to create an Excel file containing student names and grades.
o The file is sent to the browser as a downloadable .xIs file.

15.2 Validation Techniques in PHP
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Validation is an essential aspect of web development, ensuring that user input is accurate, clean,
and secure before it is processed by the server. Without proper validation, web applications
become vulnerable to security risks, data integrity issues, and unexpected errors. In PHP,
validation is typically done on the server-side to prevent malicious users from bypassing checks
using client-side methods (e.g., JavaScript). PHP provides built-in functions for validating and
sanitizing input data, ensuring that it meets specific criteria before use.
Let's delve deeper into Validation Techniques in PHP, discussing the core concepts and best
practices.
2.1 Server-Side Validation
Server-side validation is crucial because it ensures that user input is correct and secure before it’s
used in any database operations or application logic. This validation cannot be bypassed by
disabling client-side validation.
Importance of server-side validation

e Data Integrity: Ensures that the data sent from the user is in the correct format and

adheres to expected constraints.
e Security: Protects the application from attacks such as SQL Injection, Cross-Site
Scripting (XSS), and Cross-Site Request Forgery (CSRF).

o Reliability: Avoids application errors caused by unexpected or invalid data.
Common validation techniques include:

e Checking whether the field is empty

e Validating specific data types (e.g., emails, dates)

e Enforcing string lengths, number ranges, and specific formats
2.2 Using PHP’s Built-In Validation Functions
PHP provides a wide range of filtering functions @t can be used to validate different types of
data efficiently. These functions simplify the process of validating user input.
2.2.1 Validating an Email Address
To check if an email address is in a valid format, PHP has a built-in function called filter var()
with the FILTER VALIDATE EMAIL filter. This function ensures that the input matches the
correct email format (e.g., username@domain.com).
Example:

$email = "test@example.com";

if (filter var($email, FILTER VALIDATE EMAIL)) {
echo "The email address is valid.";
} else {

echo "The email address is invalid.";
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}

Explanation:
o filter var() checks the input using the FILTER VALIDATE EMAIL filter and returns
false if the email is invalid.
2.2.2 Validating an Integer
You can validate whether an input is an integer using filter var() with the
FILTER VALIDATE INT filter. This is helpful when you expect numeric values.
Example:

$age ="25";

if (filter_var($age, FILTER VALIDATE INT)) {

echo "The age is a valid integer.";
} else {

echo "The age is invalid.";
}
Explanation:

o FILTER VALIDATE INT ensures that the input is a valid integer (e.g., -5, 20, 0).

2.2.3 Validating a URL
If you want to check whether an input is a valid URL, PHP's FILTER VALIDATE URL can be
used. This function verifies if the input follows the syntax of a URL (e.g.,
https://www.example.com).
Example:

$url = "https:// www.example.com";

if (filter_var($url, FILTER VALIDATE URL)) {

echo "The URL is valid.";
} else {

echo "The URL is invalid.";
}
Explanation:

e FILTER VALIDATE URL ensures that the input is a properly formatted URL.

2.2.4 Validating a Regular Expression
For custom validation, %u can use regular expressions to check if the input matches a specific
pattern. PHP's preg_match() function is used for this purpose.
Example:
$phone = "123-456-7890";
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// Validate phone number format (XXX-XXX-XXXX)
if (preg_match("/"\d{3}-\d{3}-\d{4}$/", $phone)) {

echo "The phone number is valid.";
} else {

echo "The phone number is invalid.";
}
Explanation:

e preg match() is used with a regular expression pattern to ensure the phone number is in
the correct format (e.g., 123-456-7890).

2.3 Data Sanitization
Sanitization is the process of cleaning user input to remove potentially harmful data, such as
HTML tags or scripts. Sanitization helps prevent security vulnerabilities like Cross-Site
Scripting (XSS) and HTML injection.
2.3.1 Sanitizing Strings
PHP provides the filter var() function with the FILTER SANITIZE STRING filter to remove
HTML and PHP tags from a string.
Example:

$user_input = "<script>alert('Hacked!");</script>";

// Sanitize the input
$sanitized input = filter var($user input, FILTER SANITIZE STRING);

echo $sanitized_input; // Output: alert('Hacked!");

Explanation:
e FILTER SANITIZE STRING removes all HTML and PHP tags, but leaves plain text
intact.

2.3.2 Sanitizing an Integer

When accepting numeric input, it’s important to sanitize and ensure that the value is indeed a
valid integer.

Example:

$age = "25 years old";

// Sanitize the input
$sanitized age = filter var($age, FILTER SANITIZE NUMBER _INT);
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echo $sanitized age; // Output: 25
Explanation:
e FILTER SANITIZE NUMBER INT removes all non-numeric characters, ensuring the
input only contains integers.
2.3.3 Sanitizing URLs
Sanitizing URLSs can remove harmful or unwanted components from a user input, ensuring that
the URL is safe to use.
Example:

$url = "javascript:alert('Hacked");";

// Sanitize the URL
$sanitized url = filter var(Surl, FILTER SANITIZE URL);

echo $sanitized_url; // Output: javascript:alert('"Hacked");

Explanation:
o FILTER SANITIZE URL removes unwanted characters from the URL, leaving a clean
and safe URL.

2.4 Custom Validation with Regular Expressions

For cases where built-in validation functions do not suit your needs, regular expressions (regex)
provide a flexible and powerful way to validate data patterns.

Example of custom validation:

Suppose you want to validate a postal code, which can be either five digits (e.g., 12345) or five
digits followed by a hyphen and four more digits (e.g., 12345-6789). You can use a regex pattern
to match this format.

$postal_code ="12345-6789";

// Validate postal code using regex
if (preg_match("/MNd{5}-\d{4}$|"\d{5}$/", $postal_code)) {

echo "The postal code is valid.";
} else {

echo "The postal code is invalid.";
}
Explanation:

e preg match() checks if the input matches the pattern, which allows either 12345 or
12345-6789 formats.

2.5 Best Practices for Validation and Sanitization
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To ensure that your PHP applications remain secure and reliable, it’s important to follow these
best practices:

e Always validate data: Don’t assume that the data entered by users is correct. Validate all
incoming data on the server side before processing it.

e Sanitize user input: Sanitize data before using it in queries, scripts, or when rendering it
on the page to avoid XSS and SQL injection vulnerabilities.

e Use prepared statements: For database interactions, always use prepared statements
with PDO or MySQLi to protect against SQL injection.

e Avoid client-side validation as the sole measure: While client-side validation improves
user experience, it can be easily bypassed. Always implement server-side validation as
the final safeguard.

Validation and sanitization in PHP are critical components of building secure, reliable web
applications. Server-side validation ensures that data is accurate and conforms to expected
formats, protecting the application from malicious input. Additionally, sanitizing user data
removes potentially harmful elements like HTML tags or JavaScript code, safeguarding the
application from common attacks such as XSS. Regular expressions are a powerful tool for
custom validations, and PHP provides many built-in functions to facilitate the validation and
sanitization process. By following best practices, developers can significantly reduce the risk of
vulnerabilities and ensure the integrity of their applications.

15.3 Security and Deployment Best Practices

Security is a critical aspect of web development, especially when deploying applications to
production environments. As the internet becomes increasingly interconnected, web applications
are more susceptible to security vulnerabilities that could compromise user data, the integrity of
the application, and the system itself. A secure deployment not only involves writing secure code
but also configuring the server, application, and infrastructure in a manner that minimizes risk.

In this section, we will explore best practices for securing PHP applications and ensuring that
deployment is done with proper security measures. These practices span coding techniques,
server configuration, and deployment strategies to protect web applications from common
threats.

1. Securing PHP Code

1.1 Input Validation and Sanitization

The first and foremost security measure is to properly validate and sanitize all user input. As
discussed in the previous section on validation techniques, unfiltered data can lead to several
vulnerabilities like SQL Injection, Cross-Site Scripting (XSS), and Cross-Site Request Forgery
(CSRF). The process of input validation ensures that only valid data enters the application, while

sanitization removes harmful characters.
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e Sanitize Data: Always sanitize user inputs, especially when using data in SQL queries or
displaying data on the page.

e Use Prepared Statements: Always use prepared statements when working with
databases. This helps prevent SQL Injection, where attackers try to manipulate queries
by injecting malicious SQL code into user inputs.

Example:

// Using prepared statements in MySQLi to prevent SQL injection

$mysqli = new mysqli("localhost", "user", "password", "database");

$stmt = $mysqli->prepare("SELECT * FROM users WHERE username = ?");
$stmt->bind_param("s", $username);

$stmt->execute();

$result = $stmt->get _result();

1.2 Password Security

Password security Me of the most critical aspects of securing a web application. Always
ensure that passwords are stored in a secure manner using proper hashing algorithms. Avoid
storing plain text passwords.

e Hash Passwords: Use PHP's password_hash() function to hash passwords before storing
them in the database.

e Verity Passwords: When users log in, use password verify() to compare the hashed
password with the stored one.

Example:
// Hashing a password

$password = "userPassword123";

$hashed password = password_hash($password, PASSWORD_BCRYPT);

/! Verifying a password
if (password_verify("userPassword123", $hashed password)) {
echo "Password is correct!";
} else {
echo "Incorrect password!";
}
Explanation:
e password hash() automatically salts the password and uses a secure hashing algorithm
(e.g., berypt).
e password verify() compares the plain password with the hashed one to authenticate

users.
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1.3 Preventing Cross-Site Scripting (XSS)

Cross-Site Scripting (XSS) is an attack where attackers inject malicious JavaScript code into a
webpage, which is then executed in the user's browser. This can be prevented by properly
sanitizing any user-supplied data that is displayed back on the page.

o Escape Output: Always escape user input before displaying it. Use htmlspecialchars() in
PHP to convert special characters to HTML entities, preventing browsers from
interpreting them as code.

Example:

// Escaping user input before displaying it on the page
$user_input = "<script>alert('Hacked!");</script>";

echo htmlspecialchars($user_input, ENT QUOTES, 'UTF-8");
Explanation:

¢ htmlspecialchars() ensures that any HTML tags or JavaScript in user input are displayed

as plain text, protecting against XSS attacks.
1.4 Cross-Site Request Forgery (CSRF) Protection
Cross-Site Request Forgery (CSRF) attacks trick users into submitting unintended actions (like
changing their password or making a transaction) while logged into a web application.

e Use CSRF Tokens: To prevent CSRF, include a unique token in forms and validate it on
submission. This token ensures that the request comes from a legitimate source (the user)
and not a malicious third-party website.

Example:
// Generate CSRF token
$ SESSIONT['csrf token'] = bin2hex(random_bytes(32));

/I Include CSRF token in form
echo '<input type="hidden" name="csrf_token" value="".$_SESSION['csrf token'] . "">';

// Validate CSRF token
if (§_POST(['csrf token'] !==3$ SESSION['csrf token']) {
die("CSRF token validation failed!");
}
Explanation:
e A unique CSRF token is generated and stored in the user's session, then embedded in the

form. On form submission, the server verifies that the token matches, ensuring the
request is valid.

2. Securing the Server and Environment

[129]




2.1 Use HTTPS

Encrypting communication between the client and the server is essential to protect sensitive
information (like passwords, personal details, etc.) from being intercepted. This is done by using
SSL/TLS to enable HTTPS.

¢ Obtain an SSL Certificate: Ensure the server is configured with a valid SSL certificate
to enable HTTPS.

e Redirect HTTP to HTTPS: Always force the use of HTTPS by setting up a redirect
from HTTP to HTTPS, ensuring that all communication is encrypted.

Example (Apache configuration):

RewriteEngine On

RewriteCond % {HTTPS} off

RewriteRule " https://% {HTTP_HOST}%{REQUEST URI} [L,R=301]
Explanation:

e The Apache configuration above ensures that all requests to HTTP are redirected to

HTTPS.
2.2 Keep Software Up to Date
Keeping both your PHP version and server software (e.g., Apache, Nginx) 1@ to date is critical to
securing your application. Security patches are released regularly to fix vulnerabilities in the
software.

o Update PHP regularly: Always use the latest stable version of PHP, as older versions
may contain unpatched vulnerabilities.

e Update web server software: Ensure that your server software (Apache, Nginx, etc.) is
also kept up to date.

2.3 Disable Unnecessary Services
Unnecessary services or modules increase the attack surface of your server. Disable any PHP
extensions, features, or server services that are not needed.

e Disable unused PHP functions: Functions like exec(), shell exec(), and system() are
often used for malicious purposes, so disable them in your php.ini configuration file if
they’re not needed.

Example:

disable functions = exec, shell exec, system, passthru

2.4 File Uploads Security

Allowing users to upload files can be risky, as malicious users may upload harmful files (e.g.,
scripts, viruses).

e Limit File Types: Restrict allowed file types by checking the MIME type and file

extension.

[130]




e Rename Uploaded Files: Always rename uploaded files to avoid overwriting existing
files or executing malicious scripts.
o Limit File Size: Set a limit for file uploads to prevent @ﬁal of service (DoS) attacks via
large file uploads.
Example:
// Validate file type
$allowed types = ['image/jpeg’, 'image/png'];
if (lin_array($_FILES['file']['type'], $allowed types)) {
die("Invalid file type!");

// Rename file and move it to the server
$filename = uniqid() . ".jpg";
move_uploaded_file($ FILES['file']['tmp name'], "/uploads/" . $filename);

3. Deployment Best Practices
3.1 Environment Configuration
Ensure that your application is configured correctly for the production environment. For
example, you should disable debugging and error messages in the production environment to
prevent exposing sensitive information.

e Disable Debugging: Set display errors to Off in the php.ini configuration file to prevent

PHP errors from being displayed on the webpage.

display_errors = Off
3.2 Backup Strategies
Backup your application data regularly to prevent loss in the event of a server failure or security
breach. This includes both database backups and application code.

e Automated Backups: Implement automated backup systems to ensure that backups are

taken regularly and securely stored.

15.4 Summary
Securing PHP applications and deploying them with best practices is essential for protecting both
the users and the server from malicious attacks. It involves multiple layers of security, such as
input validation, password protection, XSS and CSRF prevention, and secure communication
through HTTPS. Additionally, server hardening, file upload restrictions, and maintaining an up-
to-date environment are critical for preventing vulnerabilities. By following these security and
deployment best practices, developers can ensure their PHP applications remain secure, reliable,

and protected from common threats.
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15.5 Check Your Progress

1. What is the purpose of reporting in PHP?
Name two libraries used for generating PDF reports in PHP.
How can you validate an email address in PHP?
Explain the difference between validation and sanitization.
What is SQL injection, and how can you prevent it in PHP?
What does preg_match() function do in PHP?
List at least two best practices for securing file uploads in PHP.

How can you prevent XSS attacks in PHP?

e N A o

Why is it important to sanitize user input?

10. What steps would you take to secure a PHP application before deployment?
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